US 20200152339A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2020/0152339 A1

PULITZER et al. 43) Pub. Date: May 14, 2020
(54) CODE TRIGGER TELEMEDICINE SESSION GI6H 20/10 (2006.01)
GI6H 50,20 (2006.01)
(71) Applicant: RELIANT IMMUNE GI6H 15/00 (2006.01)
DIAGNOSTICS, INC., Austin, TX GI6H 50/70 (2006.01)
(Us) (52) U.S. CL
CPC ....ccue. GI6H 80/00 (2018.01); G16H 10/65
(72) Inventors: JQVAN HUTTON PULITZER, (2018.01); G16H 50/70 (2018.01); GIl16H
Frisco, TX (US); HENRY JOSEPH 50/20 (2018.01); GI6H 15/00 (2018.01);
LEGERE, III, Austln, D¢ (US) G16H 20/10 (2018.01)
(22) Filed: Nov. 5, 2019 A system for creating a unique transaction ID (UTID)
L securely representing a medical diagnostic transaction
Related U.S. Application Data between a user/patient and a telemedicine professional is
(63) Continuation-in-part of application No. 16/014,643, provided. The system includes a first central office database
filed on Jun. 21, 2018, now abandoned. configured to store medical information and profile infor-
o o mation for a plurality of users/patients, a second central
(60) Provisional apphcatlon No. §2/ 681,602, filed on Jun. office database configured to store UTIDs, a memory, and a
6, 2018, provisional application No. 62/756,063, filed processor coupled to the memory. The processor is config-
on Nov. 5, 2018. ured to receive test information, initiate generation of a
Publication Classificati UTID for the new diagnostic transaction, analyze the
ublication Classification received test information to determine if the test information
(51) Int. CL indicates a positive or a negative result, transfer the analysis
GI16H 80/00 (2006.01) results back to the user/patient’s MU, and receive from the
GI16H 10/65 (2006.01) MU a request for a telemedicine professional session.
100
130 S
—
TESTING DEVICE
t 102
L~
128
IMAGE CAPTURE |~/
MODULE
)00 - APPLICATION 2
I o4 ey 126
APPLICATION PROGRAMMING| —
PROCESSOR MEMORY INTERFACE (API) 122
114 “~k OPERATING SYSTEM
/_/ ~
BUS
108 110 112 120 116 118
INPUT/QUTPUT COMMUNICATION SERVER
INTERFACE DISPLAY INTERFACE




1 -
< [ ' DIA
(=)}
o)
o)
o
[T o)
y—
>
S
o
>
o
z JOV4HILNI AVdSI JOV4HILNI
SERYSELS NOILVOINNIAINOD LNdLNO/LNANI
m 8Ll oLl 0zl Zhl oLl 801
y—
. sng
7 - —
~
S | N3ALSAS ONILVY3HO ~o pLL
S ¢cl (1dv) 30V443LNI
i/ ~/|ONINWVYDOH NOILYOITddY AHONIN S d0SS3004d
> ocl _ 01
= o NOILYOITddY - ~ _
A - 901
3INAOW
5 | I™NLdVD IOV
= 8cl
S
= 7
= 20l !
=W
g
= 3IDIAIA ONILSTL
[*)
=
o \.\
< w oo
=
[P
z 001



Patent Application Publication = May 14, 2020 Sheet 2 of 45

US 2020/0152339 Al

200

212
214 214 214 214 214 &
D1 D2 D3 D4 Dn
208
21/ I \
204 202
206 E § &
FIG. 2
212
214 214 214 214 214 \r
BIOLOGIC MOBILE
TEST DATA DATA TEST RESULTS| USER DATA DEVICE DATA

FIG. 3



Patent Application Publication = May 14, 2020 Sheet 3 of 45 US 2020/0152339 A1

404

TID (TEST I.D.)
402_| F1A
FIG. 4A

UDID (UNIQUE DEVICE I.D.)

d XXX XXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXX XXX XX XXX XX

FIG. 4B

SOID (SELF/OTHER 1.D.)

406
Y CF3

FIG. 4C



Patent Application Publication = May 14, 2020 Sheet 4 of 45

DEMOGRAPHIC |.D.

408
) M478237

FIG. 4D

PERSONAL EMAIL

410
S Y

FIG. 4E

DTS (DATE/TIMESTAMP

412
~ 16180114706

FIG. 4F
EVRK
414
~ 0982

FIG. 4G

US 2020/0152339 Al



Patent Application Publication = May 14, 2020 Sheet 5 of 45

PRIMARY PHYSICIAN

NOTIFICATION
416
~ N
FIG. 4H

HEALTHCARE PROVIDER

418
~ DOD8/0091

FIG. 41

RETAIL SUGGESTION

420
Y WAL/TYL

FIG. 4]

USER INSURANCE I.D.

422
) 108679517

FIG. 4K

US 2020/0152339 Al



Patent Application Publication = May 14, 2020 Sheet 6 of 45 US 2020/0152339 A1

500

502
—> PERFORM TEST USING BIOLOGICAL SPECIMEN
t 504
CAPTURE MEDIA OF TEST RESULTS USING MOBILE DEVICE ~
‘ 506
|
GENERATE UNIQUE IDENTIFIER

NO

510

RESULTS CAN B
DETERMINED
LOCALLY?

CONNECTIVITY?

YES
512

N
DETERMINE POSITIVE/NEGATIVE RESULT THROUGH LOCAL SOFTWARE
DATABASE OR CLOUD BASED DATABASE

A

NO

SPECIMEN
VERIFIED?

518

DISPLAY AND STORE
NEGATIVE RESULT

POSITIVE RESULT?

FIG. 5A

TO FIG. 5B



Patent Application Publication

May 14, 2020 Sheet 7 of 45

US 2020/0152339 Al

500
FROM FIG. 5A S
520
//
DISPLAY POSITIVE RESULT
524 522
CONSULT MEDICAL RESC‘;URLI‘TFIQ/?SVE
PROFESSIONAL? e
YES
548

INTI\I—é'IE\E/)lIECI\IATLION INITIATE EMERGENCY
TO FIG. 5C
REQUIRED? DISPATCH
550 INITIATE
NO ] COMMUNICATION WITH
NURSE PRACTITIONER,
DOCTOR, FIRST
RESPONDER DISPATCH,
ETC.
544
Pk 552
.| INITIATE TELEMEDICINE END
7 SESSION
v 546
DISPLAY TEST RESULTSTO |~
MEDICAL PROVIDER TO
DETERMINE TREATMENT
OPTIONS
TO FIG. 5D

FIG. 5B



Patent Application Publication = May 14, 2020 Sheet 8 of 45 US 2020/0152339 A1

500
FROM FIG. 5B S
526
NO
NEED OTC
MEDICINE?
530
DISPLAY RECOMMENDED OTC MEDICINE
532
NO
COUPON
AVAILABLE?
534

DISPLAY COUPON FOR PRINTING, PHOTO CAPTURE, ELECTRONIC STORAGE,
EMAIL, ETC.

538

/_/
SCHEDULE IN-STORE PICK |
up

) &

DELIVERY?

540

SHIP TO ADDRESS ASSOCIATED WITH USER
{ END :‘1

528
FIG. 5C

[




Patent Application Publication = May 14, 2020 Sheet 9 of 45

FROMFIG. 5B

554

NO
ADDITIONAL TESTS

NEEDED?

US 2020/0152339 Al

500

556

SCHEDULE ADDITIONAL TEST AND DISPLAY TEST REFERRAL ON USER’S DEVICE

PRESCRIPTION NO

> NEEDED?
YES 560
COLLECT INSURANCE INFORMATION
570
562
TRANSMIT PRESCRIPTION,
INSURANCE INFORMATION, | x5
| AND ANY AVAILABLE
DISCOUNT TO USER’'S LOCAL
PHARMACY FOR
PRESCRIPTION PICK UP
564

YES

TRANSMIT PRESCRIPTION, INSURANCE INFORMATION, AND ANY AVAILABLE
DISCOUNT TO USER'S HOME PHARMACY PROVIDER TO SCHEDULE DELIVERY

v

A 4

TRANSMIT TRANSCRIPT OF TELEMEDICINE SESSION AND ANY PRESCRIPTION OR
INSURANCE INFORMATION TO USER’S PRIMARY CARE PHYSICIAN

568
END

566

FIG. 5D



Patent Application Publication = May 14, 2020 Sheet 10 of 45

R A
AR

MECEN
RN

S ANRAAR R
s
e
Sy
R
o

Uesrereresrsresesesse.

7,

R e

v gy
%

g
Z20 !
%

3
z

57,
2Ky
2%

preveoseseososesesey,

N

DI

N

‘E//A

poveososesesisesery,
%///;. % %

1.

e
G

4

I-»Z//,

X

AR Y

R SRR

ReS
s
RRSCEEEAS

AN ™

R N

AR AN
- AR
AR

AN

e

US 2020/0152339 Al




Patent Application Publication

May 14, 2020 Sheet 11 of 45

[ 700

USER IS PROVIDED WITH DIAGNOSITC TEST RESULTS

702

NO
TEST RESULTS

RESULTS STORED ON

POSITIVE?

A 4

SERVER

708

RESULTS STORED ON SERVER

710

ELEMEDICINE NO

CONFERENCE
INITIATED?

712

RESULTS PASSED TO TELEMEDICINE PROVIDER

:

714

OTHER USER INFORMATION PASSED TO TELEMEDICINE
PROVIDER

716
END <

FIG.7

US 2020/0152339 Al

706



Patent Application Publication

May 14, 2020 Sheet 12 of 45

US 2020/0152339 Al

L~
USER IS PROVIDED WITH DIAGNOSITC TEST RESULTS
806
/_/
NO
TEST RESULTS RESULTS STORED ON
POSITIVE? SERVER
808
/_/
RESULTS STORED ON SERVER
l 810
TELEMEDICINE BUTTON APPEARS ON SCREEN OF |~
MOBILE DEVICE TO RECOMMEND THAT USER INITIATE A
TELEMEDICINE CONFERENCE
812
ELEMEDICINE NO
CONFERENCE
INITIATED?
814
/./
RESULTS PASSED TO TELEMEDICINE PROVIDER
I 816
//
OTHER USER INFORMATION PASSED TO TELEMEDICINE
PROVIDER
818
END < /

FIG. 8



Patent Application Publication

May 14,2020 Sheet 13 of 45  US 2020/0152339 Al
902 PROVIDER SENDS
PRESCRIPTION

PHARMACY

USER SENDS
PRESCRIPTION
TO PHARMACY

MOBILE
DEVICE

(
102

FIG. 9A

3504 ~|

.

902

USER

MOBILE
DEVICE

(
102

FIG. 9B

a

HEALTHCARE
PROVIDER

TELEMEDICINE
SESSION

o 48/ 3506

HEALTHCARE
PROVIDER



Patent Application Publication = May 14, 2020 Sheet 14 of 45  US 2020/0152339 A1l

T \

~
DR. JONES HAS PRESCRIBED 1L~110
THE FOLLOWING TO YOU:

102~
2) Rx B
3)RxC

%

7

FIG. 10

T \

.
= PLEASE SELECT THE PHARMACY
WHERE YOU WOULD LIKE TO 1110
SEND YOUR PRESCRIPTION:
102~
PHARMACY A PHARMACY C
PHARMACY B PHARMACY D
& -
| |
FIG. 11

D

A

i WOULD YOU LIKE TO PICK UP 110 ||
YOUR PRESCRIPTION OR ‘
HAVE IT DELIVERED TO YOU?
102"
PICK UP DELIVER

%

7

FIG. 12



Patent Application Publication = May 14, 2020 Sheet 15 of 45  US 2020/0152339 A1l

1902 )
Y

1304~ PERFORM MEDICAL TEST

Y

1306 TELEMEDICINE SESSION BETWEEN
N MOBILE APPLICATION USER AND
HEALTHCARE PROVIDER

Y

1308 ~| HEALTHCARE PROVIDER DETERMINES
PRESCRIPTION FOR USER

Y

1310 HEALTHCARE PROVIDER
™ ENTERS PRESCRIPTION INTO
TELEMEDICINE SYSTEM

Y

1312~] USERRECEIVES PRESCRIPTION
NOTIFICATION

Y

USER SELECTS PHARMACY
1314 TO FILL PRESCRIPTION

Y

MOBILE APPLICATION TRANSMITS
1316 PRESCRIPTION TO PHARMACY

Y
1318 PHARMACY FILLS PRESCRIPTION

PRESCRIPTION YES
BEING DELIVERED?

Y

PRESCRIPTION
DELIVERED |K_
TO USER 1328

1322 1 READY NOTIFICATION SENT TO USER

Y
1324 USER PICKS UP PRESCRIPTION

A

\

1326 END FIG. 13



Patent Application Publication = May 14, 2020 Sheet 16 of 45  US 2020/0152339 A1l

HO2 D)
2

\
1404~ PERFORM MEDICAL TEST
RESULTS _NO
POSITIVE?
1410
/
NO [ NORMAL
CRITICAL? | PROCEEDING
1412 TRANSMIT RESULTS TO
TELEMEDICINE CENTRAL OFFICE
\
1414~ ASSIGN TO HEALTHCARE PROVIDER
PRE-REGISTERED? >YES
1418 OPEN TELEMEDICINE SESSION
\
1420 OBTAIN INFORMATION

v
1422 1 COMPARE USER HEALTH HISTORY WITH RESULTS

Y
1494 SEND PRESCRIPTION TO PHARMACY

y
1426 -1 OPEN TELEMEDICINE APPLICATION

\ 4
1428 -1 INFORM USER OF WAITING PRESCRIPTION

Y

1430 END FIG. 14



Patent Application Publication = May 14, 2020 Sheet 17 of 45  US 2020/0152339 A1l

1502
1504 1508

1506 o HEALTHCARE
PROVIDER

MOBILE

FIG. 15 DEVICE
%
102
1604 1606 1608
3 ) ¢
TEST RATING | HEALTHRISK | MEDICAL INTERVENTION TYPE
1602 N 76+ DEADLY EMERGENCY
51-75 DANGEROUS URGENT
26-50 ELEVATED NONE
0-25 NORMAL NONE

FIG. 16

| 1\
fr WARNING! BLOOD GLUCOSE AT DANGEROUS LEVELS! | \—
10

INITIATING URGENT TELEMEDICINE SESSION 11

&J TRANSMITTING TEST RESULTS TO H.C. PROVIDER... )

FIG. 17



Patent Application Publication = May 14, 2020 Sheet 18 of 45  US 2020/0152339 A1l

1802

1804~ PERFORM MEDICAL TEST

!

MOBILE APPLICATION
1806 ~_ TRANSMITS TEST
INFORMATION TO
CENTRAL OFFICE

Y

CENTRAL OFFICE ACCESSES
1808 ~| DATABASE TO OBTAIN TEST

RESULTS AND MEDICAL 1900
INTERVENTION CRITERIA

i ¢

1810~ CENTRAL OFFICE e 1902
GENERATES TEST RESULTS UNIQUE LD. # XXXXX

NAME JOHN DOE
BIOLOGIC a0z | 1910
BIOLOGIC 6743
DOCTOR | M. FRANKLIN
PHARMACY | MEDCO

TEST RESULTS
WARRANT MEDICAL
INTERVENTION?

1910
- 1906
- 1908

ACCESS DATABASE TO FI1G. 19
PROVIDER INFORMATION

Y

NOTIFY HEALTHCARE
1816 PROVIDER

V=
TRANSMIT TEST RESULTS
1818 TO MOBILE DEVICE

1320¢

FIG. 18




Patent Application Publication = May 14, 2020 Sheet 19 of 45  US 2020/0152339 A1l

[2000

BIOLOGIC ID # 2402 iZZj
BIOLOGIC TYPE BLOOD [~
PREGNANCY RATING 99
ZIKA INFECTION RATING 75 2006
GLUCOSE RATING 10

FIG. 20



Patent Application Publication

1900b

\

1902b ~|

L UID (XXX)

BIOLOGIC ...

o
o]
o

2002b ~|

- BIOLOGIC 1234

1902b
\

UID (XXX)

BIOLOS:‘-IC (1234)

(
2002b

MOBILE DEVICE

(
102b

7

2101b

May 14, 2020 Sheet 20 of 45

2104~ co

FIG. 21

1900a

/

US 2020/0152339 Al

UID (YYY)

_~1902a

BIOLOGIC ...

o}
o]
O

BIOLOGIC 6789

s 2002a

1902a
/

{

UID (YYY)

BIOLOGI? (6789)

)
2002a

MOBILE DEVICE

N
102a

\

2101a



Patent Application Publication = May 14, 2020 Sheet 21 of 45

2202 (TR0
h J

2204~ ] LAUNCH MOBILE
APPLICATION

2206

YES

NO
2208~ CREATE UID

.\

2210~ CONDUCT
DIAGNOSTIC TEST

\ 4

2912 TRANSMIT BIOLOGIC
™  AND UID INFO TO

REMOTE SERVER

\
ASSIGN ID TO
2214-"|  BIOLOGIC INFO

UNIQUE
PROFILE RECORD
EXISTS?

YES

CREATE PROFILE
2216 -] RECORD
v
APPEND BIOLOGIC
A INFO TO UNIQUE
2220 PROFILE RECORD
\
2292 END

US 2020/0152339 Al



Patent Application Publication = May 14, 2020 Sheet 22 of 45  US 2020/0152339 A1l

2300
2308
/._/
PATIENT
RECORDS
2306 2302 2304
-~ | Panad
TRENDS | CENTRALIZED
ENGINE SYSTEM
2322
2310 4228 Vo
\\ DOCTOR'S COMPOUNDING
OFFICE PHARMACY
2324
2§1§ o
RETAIL
TEST SITE PHARMACY
2314 2326
~ T
UNIVERSITY OTHER ENTITIES
2316 2318 2320
RESEARCH
DATABASE RESEARCH LAB HOSPITAL

FIG. 23



Patent Application Publication

2404
Ny

2402
oy

May 14, 2020 Sheet 23 of 45  US 2020/0152339 A1
TEST L.D. #10 “«—
TEST DATE 11/5/2015
BIOLOGIC TYPE SALIVA
TEST TYPE STREPTOCOCCAL
INFECTION STATUS Y
EFFECTIVE TREATMENT DOSE OF
AMOXICILLIN
EFFECTIVE TREATMENT DOSAGE|  250mg
ADMINISTER
TREATMENT AT
TREATMENT PLAN EFFECTIVE DOSE
EVERY 12 HOURS
FOR 2 WEEKS
PATIENT ID #1002
TESTI.D. 10
TESTI.D. 11
TESTI.D. 12
PRIMARY CARE PHYSICIAN | M. FRANKLIN
INSURANCE INFORMATION |  MEDCO

FIG. 24



Patent Application Publication = May 14, 2020 Sheet 24 of 45  US 2020/0152339 A1l

2500

2502
PERFORM MEDICAL TEST TO DETERMINE TREATMENT
PLAN FOR PATIENT
2504
2506
YES GENERATE NEW PATIENT
RECORD )
NG 2508
UPDATE PATIENT RECORD WITH TEST RESULTS DATA
2510
\ 4
DETERMINE TREATMENT REGIMEN BASED ON TEST )

RESULTS DATA

A 4

SAVE TREATMENT REGIMEN TO PATIENT RECORD

Y

RECORD

v

TRANSMIT TREATMENT REGIMEN, OVERALL PATIENT
HEALTH REPORT, AND OTHER INFORMATION

2518

FIG. 25

2512

2514

SAVE OVERALL PATIENT HEALTH REPORT TO PATIENT |~

2516



- . .
< 9T OI4
N
o
e b2z
m » \
= “ejeq pejsenbay JSUBI ]
o 2c9c
m (/ -
wn ejeq pelepdn 1senbay
- 0292
py
% sned o) (s)uonduospid Jo AleAllaq wiyuoD .W 192
= T UE[g TUSties]] 0] bulpiopoy (S)JUoHaLosalg #wmscmm\
& SUONBIDOSSY
= aseqele(
2 pue ajijoid lusned 719¢
75 jlesenO e1epdn < ~
- 9192 (s)uonduosald puglueld uswiesal ] LU0
m lusiied yim uejd
< 0192 JuSWIBaL | WIU0D
— — e
nwu 2092 ueld jusuness] pue (4214
S _ S)Nsay 1881 jwsues|
<« Ueld Justieal]
pue synsey 189 yiim
g piooay Juslied ajepdn
om
2 ueid
= JusUNBSal | 9)1BIOUdS)
=
[~ "
m 909¢
.m 189 wloped 2092
2 < -
lw 092 1591 8|npayds
«
o ¥2€2 AOVINHVHJ 9l€C ISvavLvd c0€C W3LSAS Zlez ALIS 1831 01€Z HOLO0d
2 HOYVY3dS3d d3zZIMvydLNIO
Dn..a 0092



Patent Application Publication = May 14, 2020 Sheet 26 of 45  US 2020/0152339 A1l

TREND TREND TREND
A A A

2702

TRENDS ENGINE

A A A A

INPUT INPUT INPUT INPUT

FIG. 27



Patent Application Publication = May 14, 2020 Sheet 27 of 45  US 2020/0152339 A1l

2804
HAPLOGROUP C «
TESTI.D. # 10 10720
TESTI.D. # 11 2
TEST I.D. #12 450
2802
PATIENT ID #1002
TESTLD. 10
TESTL.D. 11
TESTLD. 12
PRIMARY CARE PHYSICIAN M. FRANKLIN
HAPLOGROUP C
TRENDING SUSCEPTABILITY PROSTATE CANCER

FIG. 28



- .
< 6¢C ‘DId
N
)
¢ 2262
= ~
m uejd Jueunealy|peiepdn wuyuon
S >
2 P g =T E ENEEI
m 0262 pue piooay usled paydpdn pue s)nsay Jwsuel |
A ueldijuswieal]

W, 8lL6¢ pue s}nsay 158 UM
M pi0o9y jusijed aiepdn
)
® Bunse ]
'
. jeuonippy wioped y162
>
2 _
) 7162 9162 uNsa | JBUOIIPPY 1senbay
m = >
S 0162 SUOIEPUPWILIOOSY

'S _/ pue ‘yoleossy Jusuny ‘spusd] ‘s}nssy 189 jusued
3 pIe555Y >
e usLNg Hwsued
= (< sUoNIPUoy) PorsaL

806Z| o1 uonelay Ul yosessay

s Juauny ysenbey
=
s asegele
= pue suibug puai]
w Buisn spuai] ¥o8yn 7062
-5 ¢ \.\
= 906¢ ue|d juswieas |
£ PUE S}INSaY 1S9 UM
S ploosy jusned aiepdn
=
M._ 189 ] wuouad
= c06¢
2 9l€c 3Svaviva ¢0EC WALSAS zlez alls 1s3l 0L£2 401004
s 006C HOYV3S3Y d3ZITVHLNTD



Patent Application Publication = May 14, 2020 Sheet 29 of 45  US 2020/0152339 A1l

3002 3000

OBTAIN RESULTS FROM FIRST TEST OF FIRST PATIENT INCLUDING FIRST
PATIENT INFORMATION AND EFFICACY AND DOSAGE OF PARTICULAR
MEDICATIONS
v
OBTAIN RESULTS FROM SECOND TEST OF SECOND PATIENT INCLUDING /_/3004
SECOND PATIENT INFORMATION AND EFFICACY AND DOSAGE OF PARTICULAR
MEDICATIONS

v 3006
COMPARE PATIENT INFORMATION OF SECOND PATIENT WITH PATIENT —~
INFORMATION OF FIRST PATIENT

3010

PATIENT INFORMATION
MATCH?

3012

STORE POTENTIAL TREND
1 3014
—~

RECEIVE APLURALITY OF ADDITIONAL TEST RESULTS FROM A PLURALITY OF
ADDITIONAL TESTS

3016
NO

POTENTIAL TREND FOUND
IN AN AMOUNT ABOVE
THRESHOLD?

3018

CHANGE STATUS OF POTENTIAL TREND TO ACTIVE TREND

FIG. 30



Patent Application Publication = May 14, 2020 Sheet 30 of 45  US 2020/0152339 A1l

s10p 3100
PERFORM TEST ON PATIENT USING FDA APPROVED POINT-OF-CARE (POC) OR S
SELF-DIAGNOSTIC TEST
Y
3104
PROVIDE PATIENT IDENTIFICATION INFORMATION
v //3106
DIGITAL RESULTS AND UNIQUE ID CREATED
v 3108
PERFORM REMOTE ANALYZATION OF TEST RESULTS AND REMOTE IDENTITY |~
VERIFICATION
3110
NO ~“POSITIVE RESULTS
( AND IDENTITY?
3112
GENERATE UNIQUE REPORT AND DIGITAL CERTIFICATE VERIFYING TEST
RESULTS AND PATIENT IDENTITY
L] 3114
ESTABLISH DIGITAL TRANSFER SESSION/HAND SHAKE WITH TELEMEDICINE |~
PROVIDER
¥ 3116
TRANSMIT CERTIFICATE OF QUANTIFIED TEST RESULTS AND VERIFIED
INDIVIDUAL TO TELEMEDICINE PROVIDER
¥ 3118
INITIATE TELEMEDICINE SESSION BETWEEN TELEMEDICINE PROVIDER AND
PATIENT
¥ 3120
/./
ISSUE REMOTE DIGITAL PRESCRIPTION

3122
\ > END

FIG. 31



Patent Application Publication = May 14, 2020 Sheet 31 of 45  US 2020/0152339 A1l

Issued By: Diagnostics, Inc.

Serial Number: 05:DF:B8:15:FF:CC:89:64:C6:C7.0C:E8:AF:3E:B4:3D
Issued On: July 28, 2017

Expires On: August 14, 2017

Unique Identifier: F1A SL POS 12642653 17072814706 DOD8/0091
108679517

Biometric: Fingerprint — Match

Additional Patient Information, Medical History,
and Recommended Treatment Regimen:

|
' |
! |
' [
' |
! |
I I
' |
' |
' |
' |
! [
' |
' |
‘ [
' |
I I
' |
' [
' |
' [
: |
I e . ZQ :
' [
' |
' |
' |
' |
' |
' l
' |
' |
' |
' |
' |
' |
I I
' |
' [
' |
! |
: [

320/2/ 3204 3206 3208
Research Reports Clinical Reports | . .. Other

Tt m— — — — — — — — — — — — — ——_— — — — — — — — — — — — — — — — — — — — — — —



¢¢ DId

A

~~  uonduosaig|enbiq nwsues |
yeee uonduosald S} m

s)Nsey 189 JO [ 2zee
sisoubeiq pue Jes m

jo Aypuep| wuyuo)

US 2020/0152339 Al

:/
p o UuoISSag Ocee
9 vm 8LEE]  aumipewsa] j1onpuon
uoneoye) eybiq ele(] |enpiaipu| pauleA pue sjnsey g
pue s)insey 1s9] 189 psypueny) jo uongoyntes [enbiqg ywsued |

uo paseq podoy
anbiun ajelausn) L
= —TUoTpUo, [EoIPoN oF ) vlee
ZLEE hueasjoy yosessay jwsued ||

d
al

May 14, 2020 Sheet 32 of 45

uopIpuo) [BaPeIN
uo yoleasay jsanbay olee
gle(] ouBwolg
WiUoD pue 90ee
189 Jo uonezhjeuy o

Slosy uop mwomm plE(] OLBWOIg pue
S)Nsey 188 NWsue. |

ejeq
sswolg anyden

)
yOEE
1S9 WioLed
O Loee €0€€ ¥OLO0A
91€Z ISVEVLYA 20T NALSAS
reee AOVINEvHd HOHYISTY Q3ZITYAELNID 30IA3Q 390N ANIOIGINITAL

00¢ce

Patent Application Publication



Patent Application Publication = May 14, 2020 Sheet 33 of 45  US 2020/0152339 A1l
3400
3412
]
SYSTEM /
3402
| /3404
CPU PS MEMORY
I
3406 /3408
N NETWORK
| O | 3410, | \yTERFACE ]
3414
3416
NETWORK

FIG. 34



US 2020/0152339 Al

May 14, 2020 Sheet 34 of 45

Patent Application Publication

VEe DOIAd g5¢ "014 0L
i } 1 ) | N
| | ] | | |
| { i | | I
sisxtvNy Ny (] SISATYNY 301 i
) 37140¥d >
J11408d SST0OV
> 1SINDIYTHOLS
SLNS3Y NL¥O4 1SIN0R | \_
AVIdSIO 2es¢e
SLInST > >
S1INSTY IHOLS
ONISLLYIAQY |
AV1dSIaO N\~ 9NISILYIAQY WYIHLS U JZATNY >
1531 THNLAYD mm DALGIVALYO |\ g cc
1531 weozuad (|
© 1S3LALVILINI -
SNOLLSIND > N 3vadn >
HIMSNY 916¢
NOLLSIND AYYNINITINd [ . >
NOLLYOITddY vk/ drmaN
vortddy m NOLLVOITddV JLVILINI QINISSY Z1SE ~
e - - ™~
pOSE bLée [zZ0ge 905€ 805€ 0lSE
NI
J_<onw,_wm.l_omn_ 318 1831 02 m_m<m%<o NOLLOVSNVL | | AOVIEYHd
3SvVav.va 09




US 2020/0152339 Al

May 14, 2020 Sheet 35 of 45

Patent Application Publication

8¢GE

9¢Ge

Y

%001
4001 C 3Lvadn
\ NYTNOD :
- - IZIMOHLNY
NOLLVZIMOHLNY NOILAIYOSTdd AV1dSIa | >
1S3NOTY
© NOLLVWMOANI .
NOLLRMOSTHd
JAT40ST0d > $S300V/ALYAdN
38140S3¥d -
NOILYWHOSNI LINSNVYL REVSTT X
$S300V R
SNLLOVUALNI > JALLOVHALNI
INLOVEEINT . . -
> SOOI 3Lvadn
NOLLO3NNOD T NOLLOINNOD ONV
NOILYWHOANI 1S3N03Y
B WL OL SLINSTY 1S3L LINSNVYL
|

i I
| |
| 1

d6¢ "DIA

VSE "O14 INONA




Patent Application Publication = May 14, 2020 Sheet 36 of 45  US 2020/0152339 A1l

3620 3602

N /

| I [~ TRansacTION |
UNIQUE ID | DATABASE | PROFILE
PROFILE —
D | L TE=
TEST 3606
I
| N PATIENT
3606 HISTORY
! PATIENT __
| HISTORY / —
| 3608
! o I / \
3610 3604
L e 3608
EXPERT
I | PRESCRIPTION SYSTEM
| | TRANSACTION N
PRESCRIPTION 3612
| LOCK |
I | | _

FIG. 36



Patent Application Publication = May 14, 2020 Sheet 37 of 45  US 2020/0152339 A1l

3504
Questions Real Time
2712 3702
3710~ N
u Test Results 13706
u Patient Profile 43708
Al Results:
: Prescription Suggestions
3o O O Dharg
Notes
37201 3799 |__Send
FIG. 37
QUERY
DRUG
SUGGESTIONS
bt
<«— TEST
EXPERT SYSTEM <+— USER PROFILE N
K

y=f(x5) «— MEDICAL HISTORY
«— DRUG DATABASE
T T

RESULTS QUERYS

REAL TIME
_MEASUREMENTS

v
—

X

FIG. 38




US 2020/0152339 Al

May 14, 2020 Sheet 38 of 45

Patent Application Publication

6¢ DIA

3aSvavlvd
00 NIV

0c6e

NINIOFH
INJNLYIHL
A137dWNOD

._“q.__.é m%mwm__m_um,_«._m_ S1INS3d NOILVYIWHOANI ANAND NOILYIWNOANI
1841 1841 43sn
H3sSN
O 0O
- y
MO0 coo \ \ \ \ al T™Z06¢
I NOILOVSNVYL INDINN / / / /
016€ 806€ 906¢ ¥06€
JSVEVLIVa dI NOILOVSNVY1




Patent Application Publication = May 14, 2020 Sheet 39 of 45  US 2020/0152339 A1l

4000
4002
PERFORM TEST ON PATIENT USING POINT-OF-CARE (POC) OR SELF-DIAGNOSTIC |~
TEST
> 4004
INITIATE TELEMEDICINE SESSION BETWEEN TELEMEDICINE PROVIDER AND
PATIENT
A 4
4008 4006
INSTRUCT PATIENT
THAT TELEMEDICINE TEIL'FE“O”S'%'E};NE
PROVIDER WILL CALL AVAILABLE?
SOON ’
4010
ESTABLISH DIGITAL TRANSFER SESSION/HAND SHAKE WITH TELEMEDICINE
PROVIDER
A4
4012
PERFORM TELEMEDICINE CONSULTATION
Y 4014
ISSUE REMOTE DIGITAL PRESCRIPTION ~

y 4016
END

FIG. 40



Patent Application Publication = May 14, 2020 Sheet 40 of 45  US 2020/0152339 A1l

418‘2 4}10 4}16
:_————_l | I I |
— (4104
4108~ —— : : s/
S | |
S => || | | =>
— "1—11—2—K——' 4114
\ 4104 | I/I |
[ I I T I
4106 I T I I

FIG. 41



Patent Application Publication = May 14, 2020 Sheet 41 of 45  US 2020/0152339 A1l

TEST CASSETTE |  TEST QUERY
A FLU | SET(FLU)
B Ut | SET(UTY
c STREP | SET (STREP)
I T
i | | ]
FIG. 42A
TEST CASSETTE
CASSETTE | QUERY SE(éggng\RY MAIN CODES
999 XXX AAA
FLU 888 | SETA YYY BBB
m 277 cce
SETB
SETB
SETD
IR
l | | | }
FIG. 42B
TEST CASSETTE A
QUERY SET (FLU)
SETA
SECONDARYCODE| Q1 | Q2 | a3 | o4
XXX A D
YYY B B c c
727 E A

FIG. 42C



Patent Application Publication = May 14, 2020 Sheet 42 of 45  US 2020/0152339 A1l

4304~]  SCANPACKAGE
MAIN BARCODE

Y
4306~ LAUNCH APPLICATION

Y

4308~ TXMAIN PRODUCT CODE
TO CENTRAL OFFICE

-

4310 )

RESPONSE

4312~ RX QUERY

Y
43141 FILL OUT QUESTIONAIRE

Y
4316 SUBMIT

[

)

RESPONSE

4318

RX AUTHENTICATION
4320 CODE

Y
DISPLAY
4322-"] AUTHENTICATION CODE

Y

( END )
FIG. 43




Patent Application Publication = May 14, 2020 Sheet 43 of 45  US 2020/0152339 A1l

4402 START

Y
4404~ PRESENT PACKAGE TO
AUTHENTICATION KIOSK

Y

4406~ SCAN MAIN
PRODUCT CODE

Y
4408~_ SCANAUTHENTICATION
CODE

A

)

AUTHENTICATED

4410

TAKE POSSESSION OF
4412-"| AUTHENTICATED PRODUCT

Y

(_EnD )
FIG. 44



Patent Application Publication = May 14, 2020 Sheet 44 of 45  US 2020/0152339 A1l

4502 START

Y
4504 ~_ SCAN PACKAGE
FOR MAIN CODE

Y
4506~ RX'AUTHENTICATION CODE

Y
4508~_ SCAN AUTHENTICATION
CODE

Y
4510~ TXTO CENTRAL OFFICE

\
RX AUTHENTICATED
4512 FOR UNLOCK

Y
4514~ TRANSFER POSSESSION

Y

( END )
FIG. 45



Patent Application Publication

May 14, 2020 Sheet 45 of 45

4602 START
\
4604~ LAUNCH APP
\
4606~ SCAN MAIN CODE
\ 4
4608~ SCAN INTERMEDIATE CODE
\
4610~_ INDEX APP FOR SYMPTOM-
SPECIFIC OPERATION
\ 4
4612~ OPEN INTERMEDIATE
PACKAGE
\
FOLLOW INSTRUCIONS
ON USE OF CASSETTE
e
4614 (BIO SAMPLE)
\ 4
4616 PLACE CASSETTE ON CARD
\
\
COMPLETE
4620-"| TELEMEDICINE SESSION
Y
4622 END

US 2020/0152339 Al



US 2020/0152339 Al

CODE TRIGGER TELEMEDICINE SESSION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a Continuation-In-Part of U.S.
patent application Ser. No. 16/014,643, filed on Jun. 21,
2018, and entitled SYSTEM AND METHOD FOR QUAN-
TIFYING, ENSURING, AND TRIGGERING THE PRE-
SCRIPTIVE AUTHORITY FOR A TELEMEDICINE SES-
SION. U.S. patent application Ser. No. 16/014,643 claims
the benefit of U.S. Provisional Application No. 62/681,602,
filed on Jun. 6, 2018, and entitled SYSTEM AND METHOD
FOR QUANTIFYING, ENSURING, AND TRIGGERING
THE PRESCRIPTIVE AUTHORITY FOR A TELEMEDI-
CINE SESSION. This application also claims the benefit of
U.S. Provisional Application No. 62/756,063, filed on Nov.
5, 2018, and entitled CODE TRIGGER TELEMEDICINE
SESSION. The full contents of U.S. application Ser. No.
16/014,643, 62/681,602, and 62/756,063 are incorporated by
reference herein in their entirety.

TECHNICAL FIELD

[0002] The following disclosure relates to a system for
quantifying, ensuring, and triggering prescriptive authority
for a telemedicine session.

BACKGROUND

[0003] A current issue with telemedicine procedures is that
telemedicine healthcare professionals, that is, doctors and
other personnel that participate in and provide telemedicine
services to patients may be reluctant to write a prescription
for a medication for a patient. This is because confirmation
of patient identity and confirmation of actual patient symp-
toms and diagnosis is limited when the telemedicine health-
care professionals typically only have a brief communica-
tion, such as a video conference, with the patient. The
telemedicine healthcare professional may be concerned that
the patient is faking symptoms to get medications, may be
concerned that the telemedicine healthcare professional may
improperly diagnose the patient and provide medication that
could harm the patient, or may fear liability due to an
improper medication being prescribed.

[0004] Another issue with respect to telemedicine is with
respect to some type of biometric testing device that can be
utilized by a patient at a remote location. This biometric
testing device can be some type of test strip that would
normally be provided to a patient, when the patient is in the
physician’s office, for the purpose of testing for some type
of symptoms such as the flu, strep throat, etc. These are FDA
approved type of tests and, when the patient is in the doctor’s
office, there is clearly a patient physician relationship. How-
ever, in the telemedicine session, the patient is at a remote
location and must somehow have obtained this biometric
testing device from the physician in order for the telemedi-
cine session to make use of such. Thus, there is a need for
establishing a trust relationship with a patient in order to
ensure that there is a physician-patient relationship associ-
ated with that particular biometric testing device. Further,
many of these telemedicine sessions are initiated on a first
time basis wherein the particular physician does not have an
established physician patient relationship currently existing.
In that case, there needs to be some methodology for
creating that physician patient relationship in order to com-
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plete a telemedicine session. A lot of this can be done during
the telemedicine session, but allowing a first time patient
with respect to that physician to a team the biometric testing
device is another matter.

SUMMARY

[0005] In one aspect thereof, a method for creating a
unique transaction ID (UTID) securely representing a medi-
cal diagnostic transaction between a user/patient and a
telemedicine professional is provided. The method includes
receiving at a central office from a user/patient’s mobile unit
(MU) test information generated by a test platform proxi-
mate the user/patient’s MU of a biologic received from the
user/patient that tests for a specific medical condition to
initiate a new diagnostic transaction, the central office hav-
ing a first central office database for storing medical infor-
mation and profile information for a plurality of users/
patients, the central office having a second central office
database for storing UTIDs, initiating generation of a UTID
for the new diagnostic transaction initiated by the receive
operation for storage of any transaction information associ-
ated therewith after creation thereof in the second central
office database, and wherein all subsequent transactions
associated with the UTID will be stored in the second central
office database in association with and as part of the UTID,
analyzing the received test information to determine if the
test information indicates a positive or a negative result for
the testing of the specific medical condition, transferring the
analysis results back to the user/patient’s MU for display to
the user/patient, and receiving from the MU a request for a
telemedicine professional session and in response thereto
executing the following steps at the central office represent-
ing a diagnostic procedure for the specific medical condition
following predetermined industry standard diagnostic pro-
cedures for such diagnosis for the specific medical condi-
tion, including analyzing the test results with an expert
system in view of user/patient stored information in the first
central office database to determine at least one treatment
regimen, the expert system being trained on the predeter-
mined industry standard diagnostic seizures associated with
the diagnostic procedures for the specific medical condition
and for generating a result of a suggested an industry
recommended treatment regimen, contacting a telemedicine
professional and transmitting predetermined information
from the first central office database including at least the
test results and determined treatment regimens determined
by the expert system, receiving interactions between the
telemedicine professional and the user MU, receiving
approval from the telemedicine professional of a selection of
the determined treatment regimen determined from at least
responses from the user/patient by the telemedicine profes-
sional through the user/patient’s MU in addition to the
determined treatment regimens provided by the expert sys-
tem or from stored preferences of the user/patient stored in
the first central office database that define the appropriate
action to be taken to complete an approved treatment
regimen approved by the telemedicine professional, and
locking the UTID to prevent additional transaction informa-
tion from being appended thereto.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] For a more complete understanding, reference is
now made to the following description taken in conjunction
with the accompanying Drawings in which:
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[0007] FIG. 1 illustrates a diagrammatic view of a bioflu-
idic triggering system in accordance with various embodi-
ments of the present disclosure;

[0008] FIG. 2 illustrates a diagrammatic view of an analog
testing device to a digital format and unique identifier
conversion process;

[0009] FIG. 3 illustrates one example of a unique identifier
in accordance with various embodiments of the present
disclosure;

[0010] FIG. 4A illustrates an embodiment in which one of
the data streams of the unique identifier is a test identifica-
tion, TID field;

[0011] FIG. 4B illustrates an embodiment in which one of
the data streams of the unique identifier is a unique device
identification, or UDID field;

[0012] FIG. 4C illustrates an embodiment which includes
a SOID (self/other identification) field;

[0013] FIG. 4D illustrates an embodiment which includes
a data stream which contains demographic information;
[0014] FIG. 4E illustrates an embodiment in which the
unique identifier contains a data stream which indicates
whether or not the user has supplied their personal email
address;

[0015] FIG. 4F illustrates an embodiment of a data stream
for a unique identifier which contains a timestamp of when
a completed medical test is scanned or photographed by the
mobile application;

[0016] FIG. 4G illustrates a data stream for an embodi-
ment in which a unique identifier contains information
related to the results of a medical test;

[0017] FIG. 4H illustrates a data stream for an embodi-
ment in which a unique identifier includes an indication of
whether or not the user wishes to have the test results sent
to a healthcare provider;

[0018] FIG. 4l illustrates a data stream for an embodiment
in which a unique identifier includes information identifying
the user’s healthcare provider; and

[0019] FIG. 4] illustrates a data stream for an embodiment
in which a unique identifier includes information relating to
a retail suggestion;

[0020] FIG. 4K illustrates a data stream for an embodi-
ment in which a unique identifier includes information
identifying the user’s insurance 1.D.;

[0021] FIGS. 5A-5D illustrate a biofluidic triggers pro-
cess;
[0022] FIG. 6 illustrates one embodiment of a telemedi-

cine conference session on a mobile device;

[0023] FIG. 7 illustrates a flowchart of one embodiment of
a medical file handoff process;

[0024] FIG. 8 illustrates a flowchart of one embodiment of
a telemedicine conference initiation process;

[0025] FIGS. 9A and 9B illustrate systems for transmitting
prescriptions to a pharmacy using telemedicine;

[0026] FIG. 10 illustrates an embodiment which uses a
mobile application to inform the user which prescriptions
have been prescribed

[0027] FIG. 11 illustrates an embodiment which uses a
mobile application to let a user decide which pharmacy will
fill a prescription;

[0028] FIG. 12 illustrates an embodiment in which the
user can select on a mobile application whether to pick up
a prescription or have the prescription delivered;
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[0029] FIG. 13 illustrates a flowchart depicting a process
for filling a prescription using a medical test and a telemedi-
cine session;

[0030] FIG. 14 illustrates an embodiment in which a
telemedicine mobile application is used to automatically fill
a prescription;

[0031] FIG. 15 illustrates an embodiment of a system
which utilizes a remote diagnostic test to initiate a medical
escalation and intervention;

[0032] FIG. 16 illustrates an example of a table which
would be found in the database of a central office and which
contains criteria for when to initiate a medical intervention
based on the results of a remote diagnostic test;

[0033] FIG. 17 illustrates a mobile device from an
embodiment in which a medical intervention in the form of
a telemedicine session is initiated on a mobile device in
response to a diagnostic test;

[0034] FIG. 18 illustrates a flowchart for an embodiment
which initiates a medical escalation or intervention as a
result of a remote diagnostic test;

[0035] FIG. 19 illustrates an embodiment which includes
mapping a diagnostic test to an individual user to create a
unique profile on a remote database;

[0036] FIG. 20 illustrates an example of a unique biologic
1D database table;

[0037] FIG. 21 illustrates an embodiment which includes
mapping diagnostic tests to individual users to create unique
profiles;

[0038] FIG. 22 illustrates a flowchart for an embodiment
which includes mapping a diagnostic test to an individual
user to create a unique profile on a remote database;
[0039] FIG. 23 illustrates a diagrammatic view of a medi-
cal test results, trends, and response system in accordance
with various embodiments of the present disclosure;
[0040] FIG. 24 illustrates information that may be
recorded in a patient record in accordance with various
embodiments of the present disclosure;

[0041] FIG. 25 illustrates a flowchart of a patient record
update/creation process in accordance with various embodi-
ments of the present disclosure;

[0042] FIG. 26 illustrates a sequence diagram of a test
results and treatment regimen enactment process;

[0043] FIG. 27 illustrates a diagrammatic view of a trends
engine in accordance with various embodiments of the
present disclosure;

[0044] FIG. 28 illustrates one embodiment of database
tables showing a particular trend in accordance with various
embodiments of the present disclosure;

[0045] FIG. 29 illustrates a sequence diagram of a research
and trends feedback process in accordance with various
embodiments of the present disclosure;

[0046] FIG. 30 illustrates a medical condition trend acti-
vation process in accordance with various embodiments of
the present disclosure;

[0047] FIG. 31 illustrates a flowchart of one embodiment
of a digital certificate of quantified test results and verified
individual hand shake process;

[0048] FIG. 32 illustrates one example of a medical test
results digital certificate package;

[0049] FIG. 33 illustrates a sequence diagram of one
embodiment of a digital certificate of quantified test results
and verified individual hand shake process;



US 2020/0152339 Al

[0050] FIG. 34 illustrates a diagrammatic view of one
embodiment of a system device that may be used within the
environment described herein;

[0051] FIGS. 35A and 35B illustrate a sequence diagram
depicting one specific example of a telemedicine transac-
tion;

[0052] FIG. 36 illustrates a diagrammatic view of the way
in which the Central Office database is updated;

[0053] FIG. 37 illustrates a sample screen that would be
presented to a telemedicine professional;

[0054] FIG. 38 illustrates a block diagram of an expert
system,

[0055] FIG. 39 illustrates a diagram of the unique trans-
action 1D;

[0056] FIG. 40 illustrates a flowchart of one embodiment

of a telemedicine initiation process;

[0057] FIG. 41 illustrates a diagrammatic view of a pack-
aging configuration for packaging a testing device for testing
for a particular symptom for delivery and syndication and
subsequent use of by a patient;

[0058] FIGS. 42A-42C illustrate diagrams of a database
for completing an authentication transaction;

[0059] FIG. 43 illustrates a flowchart for the operation of
a user obtaining an authentication code;

[0060] FIG. 44 illustrates a flowchart for the operation of
a user authenticating a product;

[0061] FIG. 45 illustrates a flowchart for the operation of
an authentication location authenticating a product and
transferring possession thereof to a user; and

[0062] FIG. 46 illustrates a flowchart for utilizing the
product by the user.

DETAILED DESCRIPTION

[0063] Referring now to the drawings, wherein like ref-
erence numbers are used herein to designate like elements
throughout, the various views and embodiments of a system
and method for quantifying, ensuring, and triggering the
prescriptive authority for a telemedicine session is illustrated
and described, and other possible embodiments are
described. The figures are not necessarily drawn to scale,
and in some instances the drawings have been exaggerated
and/or simplified in places for illustrative purposes only.
One of ordinary skill in the art will appreciate the many
possible applications and variations based on the following
examples of possible embodiments.

[0064] In some embodiments, a biological specimen (i.e.
saliva, blood, urine, semen, feces) may be provided by a user
onto an analog testing device. The analog testing device may
be used for testing strep (i.e. strep A, strep B, rapid strep),
TP/INR, chronic conditions, MERS (Middle Eastern Respi-
ratory Syndrome), diabetes, urinary tract infection and
analysis, influenza, pregnancy, HIV, malaria, immunology,
blood glucose, hemoglobin, blood electrolytes, cholesterol,
fertility, troponin, cardiac markers, fecal analysis, sperm
viability, food pathogens, HemoCues, CRP (put them in),
dengue fever, HBA1C (put them in), Homocystein, salivary
assay, drugs of abuse, drug interaction, infectious diseases,
viral loads, tuberculosis, allergies (i.e. food and environ-
ment), Lyme disease, Methacillian-resistent MRSA, staphy-
lococcus areas, sexually transmitted diseases, thyroid stimu-
lating hormone (TSH), lipid profile, INR (put them in), TEG,
magnesium, lactate, transcutaneous bilirubin, helicobacter
pylori, bacteria, cell count, cancer markers, tumor markers,
resistant staph aureus, antibiotic resistance, stroke markers,
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sepias markers, DNA markers, parathyroid, renal, or any
other type of analog testing device that utilizes a biological
specimen to determine a user’s disease, disability, discom-
fort or dissatisfaction state of health. In some embodiments,
the analog testing device may be compact and hand-held. In
some embodiments, the analog testing device may be a
standard stand-alone device.

[0065] In some embodiments, the user may take a sample
of the biological specimen and transfer the biological speci-
men to an input of the testing device. The input of the testing
device may include an input window that guides and holds
the biological specimen securely within the analog testing
device. In some embodiments, more than one window may
be provided on the analog testing device to accommodate
more than one biological specimen. For instance, the analog
testing device may include two windows for a pregnancy
test, in which one window may be provided to receive urine
to test for the presence of HCG and a second window may
be provided to receive urine to test for urinary tract infection
bacteria. In some embodiments, multiple analog testing
devices with one or more input windows may be used to
detect the biological specimen. In some embodiments, the
analog testing device may include a results display window
indicating a positive or negative sign, a color spectrum, a
line, a circle, a curve, a balloon, a signature marker, or
variance of the like. The results may be mathematical,
geometrical, color spectral, light spectrum, cell multiplica-
tion, or the like. The display window may indicate the
completion of the test, an error, the test results or a combi-
nation thereof.

[0066] In some embodiments, the user may capture the
results on the results display window via a mobile comput-
ing device, for instance in the form of audio, video, photo,
scan, or a combination thereof. The mobile computing
device may include one or more peripheral devices, for
instance, an image scanner, microphone, video recorder,
digital camera, speakers, and the like, to capture the results
from the analog testing device and convert the results into a
digital data package.

[0067] FIG. 1 illustrates a diagrammatic view of a bioflu-
idic triggering system 100 in accordance with various
embodiments of the present disclosure. The system 100 may
include a mobile device 102. The mobile device 102 may be
amobile handheld user device, such as a smart phone, tablet,
or the like. The mobile device 102 may include a processor
104, a memory 106, an input/output (I/O) interface 108, a
display 110, and a communication interface 112 all con-
nected via a bus 114. The communication interface may
connect the mobile device 102 to outside sources, such as a
server 116 having a database 118 associated therewith, over
a network 120, i.e. a cellular network or Internet network.
The memory 106 may store an operating system 122 and
various special-purpose applications, such as a browser by
which webpages and advertisements are presented, or spe-
cial-purpose native applications, such as weather applica-
tions, games, social-networking applications, shopping
applications, and the like. The digital data package may
provide data to a special purpose native application 124
stored in the memory 106, the application 124 having
associated therewith an application programming interface
(API) 126. The digital data package may be obtained by the
mobile device 102 by an image capture module 128 con-
nected to the processor 104. The image capture module 128
may capture an image, scan, video, or other digital media of
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a testing device 130, converting the analog biologic sample
testing device and the results presented on the device to a
digital format and to create a unique identifier for providing
a unique record of each transaction and that can be used to
trigger a plurality of events.

[0068] The unique identifier comprising the digital data
package may be analyzed by the application 124 to deter-
mine the results from the analog testing device. In some
embodiments, the determination of the test results, due to the
type of analog testing device, is not determined locally by
the application 124. In some embodiments, the unique
identifier may be transmitted to the server 116, via the
network 120, for remote analysis of the data contained in or
associated with the unique identifier. In some cases, results
from the analog testing device may be determined locally
and remotely. In some instances, the user of the mobile
device 102 may not have cellular network or Internet
connection, for instance, the settings for connectivity on the
mobile device 102 is disabled, turned off or a combination
thereof. In this case, the transmission of the unique identifier
to the server 116 may be postponed until a connection is
available. As will be described in more detail hereinbelow,
this unique identifier is created at the initiation of a particular
test transaction and will contain all of the information
associated with the transaction from start to finish. At any
point in the process, the unique identifier can be analyzed to
determine the next step and the result of that analysis will be
used to trigger the next step.

[0069] In some embodiments, the mobile device 102 may
include a location sensor, such as a global positioning
system (GPS) sensor or other components by which geo-
graphic location is obtained, for instance, based on the
current wireless environment of the mobile device 102, like
SSIDs of nearby wireless base stations, or identifiers of
cellular towers in range. In some cases, geographic locations
are inferred by, for instance, an IP address through which a
given mobile device 102 communicates via the Internet,
which may be a less accurate measure than GPS-determined
locations. In other cases, geographic location is determined
based on a cell tower to which a mobile device 102 is
wirelessly connected. Depending on how the geographic
data is acquired and subsequently processed, that data may
have better or less reliable quality and accuracy.

[0070] FIG. 2 illustrates a diagrammatic view of an analog
testing device to a digital format and unique identifier
conversion process 200 in accordance with various embodi-
ments of the present disclosure. A testing device 202 may
provide medical test results in an analog format, such as in
a results display window 204 indicating a positive or nega-
tive sign, a color spectrum, a line, a circle, a curve, a balloon,
a signature marker, or variance of the like. A biologic
specimen may be deposited into the testing device 202
where the biologic may bind or react with particular reagents
specific to the type of test to which the testing device 202
pertains. The testing device 202 may also include a test type
identifier 206, such as a code, graphic, symbol, or other
indicator on a surface of the testing device 202.

[0071] A mobile device 208, which may be the mobile
device 102 described herein, may include a capture device
210. The mobile device 208 may convert use the capture
device 210, in addition to other data known or otherwise
obtained by the mobile device 208, to convert the analog
data and biologic presented by the testing device 202 to a
digital unique identifier 212. When digital media such as an
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image, video, or other digital format of the testing device
202 is captured by the capture device 210, certain properties
may be analyzed, processed, and stored as a digital data
package. For instance, the test type associated with the
testing device 202 may be determined by the mobile device
208 by identifying the particular test associated with the test
type identifier 206 captured within the digital media and
disposed on the surface thereof so as to be able to be
captured with the mobile device and possibly analyzed at the
mobile device.

[0072] Test results provided in the results display window
204 or elsewhere on the testing device 202 may also be
captured within the digital media and analyzed. For
example, in the case of a color indicator as the result of the
test, the RGB values of the pixels contained in the digital
media of the test results may be analyzed in order to provide
a digital value for the test results. The test result may be
stored in the digital data package in a particular digital
format, for instance, a positive or negative test result value.
The value may be a binary value, a rating, a probability, or
other type of result indicator. The biologic specimen used to
conduct the test may also be included in the digital data
package. The biologic specimen introduced to the testing
device 202 may be determined from the test type identifier
206, since in many cases the specific test will dictate the
biologic to be used.

[0073] The data provided by the digital data package may
also include the type, manufacture and serial number of the
testing device 202, and a timestamp for when the capture
device 210 captured the digital media. The manufacture,
serial number and cellular provider of the mobile device 208
may also be included in the digital data package. The
application 124 may then generate the unique identifier 212
from the data of the testing device 202 and mobile device
208, in combination with data of the user of the mobile
device 208. Data of the user may be the user’s name,
birthday, age, gender, social security number, height, weight,
race, diagnosis status, insurance information, medical codes,
drug codes, and the like, and a combination thereof.
[0074] Insome embodiments, the unique identifier may be
verified by a verification server, such as the server 116, to
determine the authentication of the biological specimen. In
some cases, the user may provide the analog testing device
202 with a substance not classified as a biological specimen.
In this instance, an application on the server 116 will provide
the application program interface 110 with a message indi-
cating an error, in which the user may be required to provide
a biological specimen to a different analog testing device. In
some embodiments, after verification of a biological speci-
men, the local application program 124 or the server 116 via
the user’s application program 124 will provide the user
with a positive or negative outcome of the analog testing
device 202. In some cases, the user is displayed a negative
test result and the application program 124 of the mobile
device 208 indicates that testing is completed. In other cases,
the user is displayed a positive test result by the application
program 124 on the display 110 of the mobile device 208.
[0075] The unique identifier 212 may include of a plurality
of digital data streams 214 used during creation of the
unique identifier 212, such as information included within
the digital data package, or otherwise known or obtained by
the mobile device 208 or the server 116. The plurality of
digital data streams 214 (D1, D2, D3, D4 . . . Dn) may be
assembled together to create the unique identifier 212, and
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the mobile device 208, the server 116, or the authorized
system components may parse or deconstruct the unique
identifier 212 to analyze specific user properties or test
properties, and to trigger events based on the properties.
[0076] Creating a single unique identifier 212 which con-
tains many different items of information is an efficient way
of associating many different types of information with a
single biologic, user, test, etc. Every time a test is conducted,
a new unique identifier 212 may be created. Each unique
identifier created may include the plurality of data streams
214. Each one of the plurality of data streams 214 in the
unique identifier 212 stores a different type of information.
In some embodiments, the information stored in data
streams 214 includes the test type, the test results, demo-
graphics of the user, or an identification number, such as an
IMSI number, for the mobile device 208. Different embodi-
ments may include different data streams 214, as is
described hereinbelow with respect to FIGS. 4A-4K. In
some embodiments, the unique identifier 212 is set up in a
structural format, such that each data stream 214 is a
subcomponent of the unique identifier 212. In some embodi-
ments, unique identifier 212 is a string of alphanumeric
characters, and the data streams 214 which make up the
unique identifier 212 are simply different portions of the
character string. In these embodiments, the format of the
unique identifier 212 is known to a database or server which
can correctly parse the unique identifier 212 into the separate
data streams 214 for analysis.

[0077] FIG. 3 illustrates one example of a unique identifier
302 in accordance with various embodiments of the present
disclosure. In this example, the plurality of data streams 212
includes, but is not limited to, test data, such as test type,
biologic data, such as biologic type or types used by the test,
test results obtained upon completion of the test, user data
such as demographics, and mobile device data, such as an
IMSI number.

[0078] Referring now to FIG. 4A, there is illustrated an
embodiment in which one of the data streams 214 of the
unique identifier 212 is a test identification, TID data stream
402. The TID data stream 402 identifies the type of test
which the user is conducting (pregnancy, HIV, peanut
allergy, etc.). In the example depicted in FIG. 4A, the TID
data stream 402 is a character string of “F1A,” which
indicates that the test is for the flu, is test version “1,” and
is a test of an example “A” type of flu substrain. Different
embodiments of TID data stream 402 will have different
sizes of character strings, or will not be character strings at
all. In some embodiments, this information is obtained when
a user uses the mobile application to scans a barcode or
image from the test product, or when the user inputs an
identification code into the mobile application. In some
embodiments, the data in the TID data stream 402 is used by
the mobile application to determine which database to
access when processing the results of the medical test.
[0079] Referring now to FIG. 4B, there is illustrated an
embodiment in which one of the data streams 214 of the
unique identifier 212 is a unique device identification, or
UDID data stream 404. The UDID data stream 404 contains
information which uniquely identifies the mobile device on
which the application is running. Many devices, such as
mobile phones, have unique physical device identifiers
built-in by the manufacturer, often in the form of long
character strings, such as an IMSI number. In some embodi-
ments, the UDID data stream 404 is a character string which
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includes such an identifier. In other embodiments, the UDID
404 is generated by the mobile application or the mobile
application user.

[0080] Referring now to FIG. 4C, there is illustrated an
embodiment which includes a SOID (self/other identifica-
tion) data stream 406. The SOID data stream 406 is a data
stream 214 which designates whether the medical test is
being performed on the mobile application user, or whether
the test is being performed on an individual other than the
user. The SOID data stream 406 also identifies the relation-
ship between the person being tested and the mobile appli-
cation user. Some embodiments also include basic demo-
graphic data, such as gender or age range, in the SOID data
stream 406. For example, if the person being tested is a small
child, then the actual user of the mobile application may be
the child’s mother or father. In the example depicted in FIG.
4C, the SIOD data stream 406 is a character string which
reads “CF3,” which indicates that the person being tested is
a child of the mobile application user, is female, and is
three-years-old. Naturally, other embodiments will have
different formats for the SOID data stream 406, and may not
be character strings.

[0081] Referring now to FIG. 4D, there is illustrated an
embodiment which includes a data stream 2302 which
contains demographic information. A DEMZIP data stream
408 (demographic/ZIP code) contains information about the
person being tested with the medical test. In the example
illustrated in FIG. 4D, the DEMZIP data stream 408 includes
a character string which represents the gender, age range,
and geographic location (in the form of a ZIP code) of the
person being tested. For example, in FIG. 4D, the DEMZIP
data stream 408 indicates that the test subject is a male, in
age range 4, who is located in the ZIP code 78237. In other
embodiments, the DEMZIP data stream 408 will have
additional demographic traits included, such as height or
weight. Some embodiments will contain geographic location
information in a format other than ZIP code, such as city,
state, or country names. In some embodiments, such as is
illustrated in FIG. 4D, the DEMZIP data stream 408 will be
a character string, while in other embodiments, it will take
other forms.

[0082] Referring now to FIG. 4E, there is illustrated an
embodiment in which the unique identifier 212 contains a
data stream 214 which indicates whether or not the user has
supplied their personal email address. A personal email data
stream 410 does not actually contain the email address of the
user, but it does indicate whether or not the user has supplied
an email address to the mobile application. In some embodi-
ments, if personal email data stream 410 indicates that the
user has supplied an email address, then when the unique
identifier 212 is passed to a remote server, the remote server
will link the unique identifier 212 with the email address of
the user which has been stored in a separate database. In
some embodiments, such as illustrated in FIG. 4E, the
personal email data stream 410 is a simple character string
of “Y” or “N” to indicate “yes” or “no” with regard to
whether an email has been supplied. Other embodiments
will have a “1” or a “0” for “yes” or “no” or may have other
character strings or data formats.

[0083] Referring now to FIG. 4F, there is illustrated an
embodiment of a data stream 214 for a unique identifier 212
which contains a timestamp of when a completed medical
test is scanned or photographed by the mobile application.
Knowing exactly when a medical test was scanned by a
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mobile application can be very important in different types
of analysis. In this embodiment, the DTS data stream
(date/time stamp) 412 indicates the time in a YYMMDDH-
HMMSS format, that is, the first two characters indicate the
year, the next two indicate the month, the next two indicate
the day, the next two indicate the hour (in a 24-hour day
format), the next two indicate the minute, and the last two
indicate the second. Naturally, some embodiments will have
other formats for the DTS data stream other than a 12-char-
acter string, and will have different levels of specificity with
regard to the time.

[0084] Referring now to FIG. 4G, there is illustrated a data
stream 214 for an embodiment in which a unique identifier
212 contains information related to the results of a medical
test. These embodiments will have test results, or informa-
tion related to test results as part of the overall unique
identifier 212 as an EVRK (Evaluation of Results and
Ranking of the Diagnosis) data stream 414, as opposed to,
or in addition to, the results being in a totally separate file.
In embodiments of the system which use numerical values
for test results, these values will be incorporated into the
EVRK data stream 414. Some embodiments will also
include an escalation scale, which is a numerical indication,
as a number on a predetermined scale, of how urgent or
serious a potential medical problem might be. In the
example illustrated in FIG. 4G, the EVRK data stream 414
is a character string and has a value of “0982,” with the first
three digits representing the results of the test and the last
digit representing the escalation scale value. Other embodi-
ments will have other formats for the EVRK data stream 414
and will have the results indicated in other ways, such as
alphanumerically, rather than just numerically.

[0085] Referring now to FIG. 4H, there is illustrated a data
stream 214 for an embodiment in which a unique identifier
212 includes an indication of whether or not the user wishes
to have the test results sent to a healthcare provider. In these
embodiments, the unique identifier 212 includes a PDr
(personal doctor) data stream 416. The PDr data stream 416
is simply an indication of whether or not the user wishes to
have the test results transmitted to the user’s healthcare
provider. In some embodiments, a user inputs this preference
into the mobile application after completing the medical test,
while, in other embodiments, this preference is input into the
mobile application separately from any particular test. In
some embodiments, an indication of wanting the results sent
to the healthcare provider will initiate a telemedicine session
with the healthcare provider. In some embodiments, such as
that which is illustrated in FIG. 4H, the PDr data stream 416
is a short, simple character string, such as “Y,” “N,” “1,” or
“0.” Other embodiments will have different formats.

[0086] Referring now to FIG. 41, there is illustrated a data
stream 214 for an embodiment in which a unique identifier
212 includes information identifying the user’s healthcare
provider. In these embodiments, the unique identifier 212
includes a Healthcare Provider data stream 418. The Health-
care Provider data stream 418 includes information which
can be used in a storage database to look up the healthcare
provider’s identification and contact information. This infor-
mation would be used in situations where the mobile appli-
cation user indicates that they wish to have the medical test
results sent to the healthcare provider. In some embodi-
ments, the Healthcare Provider data stream 418 contains a
code which is used to look up more detailed information
from another storage database, while in other embodiments,

May 14, 2020

the identification information and the contact email address
or phone number is stored in the data stream itself.

[0087] Referring now to FIG. 4], there is illustrated a data
stream 214 for an embodiment in which a unique identifier
212 includes information relating to a retail suggestion. For
these embodiments, a Retail Suggestion data stream 420 is
included in the unique identifier 212. The Retail Suggestion
data stream 420 includes data which identifies a retailer or
a product or service which can be suggested (for example,
through the mobile application) to a user. In some embodi-
ments, these suggestions are based on the type of medical
test performed. In other embodiments, the suggestions are
based on the results of the medical test. For example, if the
medical test is a pregnancy test which returns a positive
result, then the suggestion might be for a brand of baby
diapers. In the example illustrated in FIG. 4], the Retail
Suggestion data stream 420 provides a suggestion of Tylenol
(“TYL”) which can be purchased at Walgreens (“WAL”). In
the example illustrated in FIG. 4], the Retail Suggestion data
stream 420 is a character string. In other embodiments, the
format of the Retail Suggestion data stream 420 will be
different. In some embodiments, the Retail Suggestion data
stream is utilized in situations where the PDr data stream
416 indicates that the user does not wish to have the test
results communicated to a healthcare provider.

[0088] Referring now to FIG. 4K, there is illustrated a data
stream 214 for an embodiment in which a unique identifier
212 includes information identifying the user’s insurance
I.D. In these embodiments, the unique identifier 212
includes an insurance 1.D. data stream 422. The insurance
1.D. data stream 422 includes information which can be used
in a storage database to look up a user’s insurance informa-
tion. This information would be used in situations where the
mobile application user indicates that they wish to have the
medical test results sent to the healthcare provider, phar-
macy, or other entity to allow the user’s insurance to be used
for a transaction, such as filling a prescription.

[0089] Referring now to FIGS. 5A-5D, there is illustrated
a biofluidic trigger process 500. The process 500 begins at
step 502 where a test using a logical testing unit is performed
with a biofluidic input received from a user, client, or
application. The logical testing unit may include a testing
display and a persistent testing mechanism, and the persis-
tent testing mechanism may include one or more analogical
data processors, and one or more persistent antibodies. The
analogical data processors may include one or more logical
keys. At step 504, media of test results, which are analog
results, produced by the testing unit may be captured, such
as by a mobile device such as the mobile device 102. The
biofluidic input may include or be converted digitally from
the analog form thereof to include biofluidic data associated
with the type of biofluidic input. The analogical results
provided by the testing device or logical testing unit may be
first displayed on the display 110 of the mobile device 102
before digital conversion is performed.

[0090] At step 506, a unique identifier is generated in
accordance with that described herein. At decision block
508, it is determined whether the mobile device has con-
nectivity, such as WiFi or cellular data connectivity to the
network 120. If not, the process flows to decision block 510
where it is determined whether the results can be determined
locally by the mobile device. In some embodiments, the
results of certain biological specimen tests may be able to be
determined by the mobile device alone, such as a urinary
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tract infection (UTI) test. If the test cannot be performed
locally by the mobile device, the process loops back to
decision block 508 to again check for connectivity. If at step
508 it is determined that the device has connectivity, or if at
step 510 it is determined that the test results can be deter-
mined locally, the process flows to step 512.

[0091] At step 512, the results of the test are determined,
either locally be the mobile device or by a remote source
such as the server 116 or the database 118. At decision block
514, as described herein, the biofluidic input may be verified
by a verification server, such as the server 116, to determine
whether the one or more analogical data processors should
respond to the biofluidic input. This verification may be used
to determine if any specimen was applied at all, if only water
was applied, etc. If verification cannot be made, the process
500 loops back to step 502 to have the test performed again.
If the specimen is verified, the process moves to decision
block 516. At decision block 516, it is determined whether
the results of the test are positive. If not, the process flows
to step 518 where a negative result is displayed to the user
and stored on the server 116 and/or database 118. If at
decision block 516 the results are positive, the process flows
to step 520 to display the positive result on the mobile
device.

[0092] At decision block 522, it is determined whether the
positive result is above a critical threshold. If not, the
process 500 flows to decision block 524, where it is deter-
mined whether the user wants to consult a medical profes-
sional. If not, the process flows to decision block 526, where
it is determined whether the user needs or wants over-the-
counter (OTC) medicine. If not, the process ends at end
block 528. If so, the process flows to step 530, where one or
more recommended OTC medications may be displayed to
the user. In some embodiments, a prescription may not be
required and an over-the counter (OTC) remedy or medicine
is displayed on the client’s application program interface. In
some embodiments, the application program interface may
display to the user an advertisement, discount or coupon to
the user for the OTC remedy or medicine during the tele-
medicine session. In this instance, the medical professional
may input a client data package into the application program
interface of the professional’s mobile device 102. The client
data package may include the OTC information, summary of
health report, address of the client, phone number of the
client, recommendation of follow up with primary care
physician, and diagnosis. In some embodiments the client
data package is transmitted to the content server, via the
network, and saved to the database corresponding to the
unique identifier of the user. In some embodiments, the
content server may then transmit the client data package to
the user’s application program interface to display to the
user.

[0093] At decision block 532 it is determined whether a
coupon is available for the one or more recommended OTC
medications. In some embodiments, the application program
interface may display to the user an advertisement, discount
or coupon to the user for the OTC referred during the
telemedicine session. In some instances, the client’s appli-
cation program interface may display information to gather
flexible spending account information of the client. If so, the
process flows to step 534 to display the coupon on the
mobile device to allow the coupon to be printed, photo
captured such as by taking a screenshot, saved electrically,
emailed, etc. The process then flows to decision block 536.
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If at decision block 532 it is determined that a coupon is not
available, the process also then flows to decision block 536.
At decision block 536, it is determined whether delivery of
the OTC medication is to be made to the user. If not, the
process flows to step 538 where in-store pick up is sched-
uled, the process then flowing to end block 528. If at
decision block 536 it is determined that the OTC medication
is to be delivered to the user, the process flows to step 540
where the OTC medication is shipped to an address asso-
ciated with the user, the process then flowing to end block
528. In some embodiments, the client data package, discount
or coupon for the prescription, the medical insurance infor-
mation, or a combination thereof, may be transmitted to a
retail store server. The retail pharmacy server may be one of
CVS, Walgreens, Target, Walmart, grocery store, Amazon,
Amazon Prime Now, and the like. In some embodiments, the
prescription may be delivered to the client via delivery
services, for instance, Uber, Lyft, and the like. In some
embodiments, the prescription may be delivered to the client
via delivery services, for instance, Uber, Lyft, and the like.

[0094] If at decision block 522 it is determined that the
positive result is above a critical threshold, the process flows
to decision block 542. At decision block 542, it is deter-
mined whether medical intervention is required due to the
result being above the critical threshold. If not, the process
flows to step 544. If back at decision block 524, it is
determined that the user, after it is determined that the result
is not above a critical threshold, does not want to consult
with a medical professional, the process also then flows to
step 544. At step 544, a telemedicine session is initiated. The
process then flows to step 546, where the positive test results
are displayed to a medical provider so that the medical
provider may determine treatment options. In some embodi-
ments, the result from the analog testing device is below a
test threshold. In this instance, the user may initiate a
telemedicine session with a medical professional via a
mobile device 102 with an application program interface. In
some embodiments, the user is displayed on the application
program interface a medical professional to conference with
via the mobile device’s audio and video device, i.e. the
camera, microphone, speaker, LCD display screen or the
like. In some embodiments, the medical professional may
authenticate the user and the test results from the analog
testing device, gather medical history information from the
user, discuss the results of the test with the user, provide
medical suggestions based on the results from the testing
device and the user’s medical history, suggest prescriptions
options as a result of the information gather, and the like.

[0095] If at decision block 542 it is determined that
medical intervention is required, the process flows to step
548 to initiate an emergency dispatch. In some embodi-
ments, the results from the analog testing device may
indicate a medical emergency and medical intervention of
the medical emergency may occur. In this instance the result
from the analog testing device was above a test threshold,
which indicates a medical risk. In some cases, medical
intervention may be contacting 911, contacting emergency
contact, contacting an ambulance service, i.e. private and
public services, and the like, via the application program
interface. In some instances, the user may be displayed a
result on the mobile device 102 that medical intervention has
occurred and may be placed in direct contact with 911
dispatch, the emergency contact or the private or public
ambulance service. In some embodiments, once medical
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intervention is indicated, the user may be prevented from
ending the testing session. In other instances, the user may
be required to provide consent to end the session. Consent
may include signing a waiver, creating a digital pin for
authentication to electronical sign a waiver or recording a
voice message, all indicating consent to end the session
without medical intervention. At step 550, while emergency
dispatch is en route or even after emergency dispatch
arrives, a communication may be initiated between the user
and a nurse practitioner, doctor, first responder dispatch, etc.,
in order to assure the user or walk the user through steps the
user may need to perform. The process then ends at step 552.
Steps 548 and 550 may in some embodiments be initiated
automatically, while not allowing the user to bypass the
option, due to the detected critical nature of the user’s health.
[0096] After step 546, the process flows to decision block
554. At decision block 554, it is determined by the medical
provider conducting the telemedicine communication with
the user whether one or more additional tests are needed. If
so, the medical provider schedules the one or more addi-
tional tests, and one or more referrals regarding the addi-
tional tests are displayed on the user’s device. The process
then flows to decision block 558. If at decision block 554 it
is determined that additional tests are not needed, the
process also then flows to decision block 558.

[0097] At decision block 558, it is determined whether a
prescription is needed. In some cases, the medical profes-
sional may prescribe a medicine in response to the user’s
telemedicine session. In this instance, the medical profes-
sional may input a client data package into the application
program interface of the professional’s mobile device 102.
The client data package may include the prescription infor-
mation, summary of health report, address of the client,
phone number of the client, recommendation of follow up
with primary care physician, and diagnosis. In some
embodiments the client data package is transmitted to the
server 112, via the network 116, and saved to the database
corresponding to the unique identifier of the user. In some
embodiments, the content server may then transmit the
client data package to the user’s application program inter-
face for display to the user. If it is determined at decision
block 558 that a prescription is needed, at step 560, insur-
ance information pertaining to the user may be collected.
[0098] In some embodiments, the application program
interface may display to the user an advertisement, discount
or coupon to the user for the prescription prescribed during
the telemedicine session. In some instances, the client’s
application program interface may display information to
gather medical insurance information of the client. In some
instances, the client’s application program interface may
display information to gather flexible spending account
information.

[0099] At decision block 562, it is determined whether
delivery of the prescription is to be made. If delivery is to be
made, the process flows to step 564. At step 564, in some
embodiments, the client data package, discount or coupon
for the prescription, the medical insurance information, or a
combination thereof, may be transmitted to a prescription
home delivery server. In this instance, the prescription home
delivery server may initiate a home delivery provider to
initiate a delivery of the prescription to the client. In some
embodiments, the prescription may be delivered to the client
via delivery services, for instance, Uber, Lyft, and the like.
The process then flows to step 566 to transmit a transcript of
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the telemedicine session and any prescription or insurance
information to the user’s primary care physician. The pro-
cess then ends at end block 568.

[0100] If at decision block 558 it is determined that a
prescription is not needed, the process flows to step 566 and
to end block 568. If at decision block 562 it is determined
that delivery of the prescription is not to be made, the
process flows to step 570. At step 570, prescription and
insurance information, and any available discount, are trans-
mitted to the user’s local pharmacy for prescription pick up.
In some embodiments, the client data package, discount or
coupon for the prescription, the medical insurance informa-
tion, or a combination thereof, may be transmitted to a retail
pharmacy server. The retail pharmacy server may be one of
CVS, Walgreens, Target Pharmacy, Walmart Pharmacy, hos-
pital pharmacies, grocery store pharmacies, and the like. The
process then flows to step 566 and end block 568.

[0101] Referring now to FIG. 6, there is illustrated one
embodiment of a telemedicine conference session on a
mobile device. During a telemedicine conference that has
been initiated as described herein, the user is presented with
a video conference window 602 on the display 110. The
video conference window 602 allows for user to see the
physician that is providing the telemedicine services to the
user. It will be understood that the physician may have a
similar video window on the device being used by the
physician that allows the physician to see the user. This
allows the physician to make some visual observations of
the user’s condition. In addition to the video conference
window 602, the user is presented with a plurality of actions
604 on the display 110. The plurality of action 604 may be
buttons that allow the user to provide the physician with
further information. For example, one button may allow for
the user to send a photograph to the physician, such as a
photograph of the user’s symptoms, or of the user’s test
results presented on the testing device. One button may also
provide an option for sending the user’s medical file to the
physician, so that the physician can review the user’s
medical history or other important information. This medi-
cal file may include all the information accumulated from all
tests performed by the user under the system described
herein, and may also include all other medical history
information.

[0102] The user may have provided a copy of his or her
medical history, or such may have been retrieved from a
central electronic medical records system.

[0103] Other actions that may be provided in the plurality
of actions 604 may be a button to send test results to the
physician. This would allow the user to send the test results
of the latest test the user took before initiating the telemedi-
cine conference, or it may allow for the user to choose the
test. The plurality of actions 604 may also include a button
for sending the user’s insurance information to the physi-
cian. The user may have provided this information within
the mobile application and had it stored to the server, or this
information may have been pulled via a confidential link
from a centralized database for the user based on the user’s
identification information. This option allows the user to
give the physician insurance information so that the physi-
cian can use the user’s insurance for reimbursement of the
telemedicine services, and may even set up reimbursement
to the user for certain services or products, such as the
testing device used for the test.
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[0104] Referring now to FIG. 7, there is illustrated a
flowchart of one embodiment of a medical file handoff
process 700. The process 700 starts at step 702 where a user
is provided with diagnostic test results at the conclusion of
a performance of a test. At decision block 704, it is deter-
mined whether the test results provide a positive result. If
not, at step 706 the results are stored on the server of the
system described herein and the process ends at end block
716. If the results are positive, the process flows to step 708
where the results are stored on the server. At step 710, it is
determined whether a telemedicine conference has been
initiated. This may have been automatically initiated due to
the results provided, or may have been initiated in some
other way. If the telemedicine conference was not initiated,
the process ends at end block 716. If the telemedicine
conference was initiated, the process flows to step 712 where
the test results are passed to the telemedicine provider
participating in the telemedicine conference. The process
then flows to step 714, where other user information is
passed to the telemedicine provider. The process then ends
at end block 716.

[0105] The passing of the results to the telemedicine
provider and other information at steps 712 and 714 may be
performed by the user’s mobile device, wherein the mobile
device sends the files to the telemedicine provider. The
passing may also be done by the server of the system
described herein, wherein the results and other information
were previously stored to the server and the server then
passes the results and other information to the telemedicine
provider as a result of the server being notified of a tele-
medicine conference initiation. The other user information
of step 714 may be any information needed by the telemedi-
cine provider, such as past medical records and medical
history of the user, past test results, insurance information,
or any other information.

[0106] Referring now to FIG. 8, there is illustrated a
flowchart of one embodiment of a telemedicine conference
initiation process 800. The process 800 starts at step 802
where a user is provided with diagnostic test results at the
conclusion of a performance of a test. At decision block 804,
it is determined whether the test results provide a positive
result. If not, at step 806 the results are stored on the server
of the system described herein and the process ends at end
block 818. If the results are positive, the process flows to
step 808 where the results are stored on the server. At step
810 a telemedicine button is presented to the user on the
screen of the mobile device, similar to that shown in FIG. 28.
This button recommends to the user that the user initiate a
telemedicine conference, since the test results indicate a
positive reaction. At step 812, it is determined whether a
telemedicine conference has been initiated. This may have
been automatically initiated due to the results provided, or
may have been initiated in some other way. If the telemedi-
cine conference was not initiated, the process ends at end
block 818. If the telemedicine conference was initiated, the
process flows to step 814 where the test results are passed to
the telemedicine provider participating in the telemedicine
conference. The process then flows to step 816, where other
user information is passed to the telemedicine provider. The
process then ends at end block 818.

[0107] The passing of the results to the telemedicine
provider and other information at steps 814 and 816 may be
performed by the user’s mobile device, wherein the mobile
device sends the files to the telemedicine provider. The
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passing may also be done by the server of the system
described herein, wherein the results and other information
was previously stored to the server and the server then
passes the results and other information to the telemedicine
provider as a result of the server being notified of a tele-
medicine conference initiation. The other user information
of step 816 may be any information needed by the telemedi-
cine provider, such as past medical records and history of the
user, past test results, insurance information, or any other
information.

[0108] Referring now to FIG. 9A, there is illustrated an
embodiment of a system in which a prescription is trans-
mitted to a pharmacy using a medical test and telemedicine.
In these embodiments, rather than the patient needing to
physically travel to a pharmacy to drop off a prescription to
be filled, the user uses a mobile application to electronically
transmit the prescription information to the pharmacy. These
embodiments improve upon embodiments which use medi-
cal tests and telemedicine and take advantage of the fact that
the user is already engaged in a telemedicine session with
the user’s healthcare provider through a network 902 such as
the internet. In these embodiments, the user engages in a
telemedicine session with a healthcare provider as described
herein, via Path @ When the user and the healthcare
provider complete the telemedicine session, the healthcare
provider can prescribe necessary medicine to the mobile
application user. However, since the user is not physically
present with the healthcare provider, the user does not pick
up a physical prescription slip. Instead, the healthcare pro-
vider transmits via Path the prescription in electronic
form either to the user’s mobile application, or to the
pharmacy of the user’s choice. If the healthcare provider
transmits the “electronic prescription” to the user’s mobile
application, then the user can then store the electronic
prescription on his mobile device 102 in the mobile appli-
cation until he is ready to get the prescription filled. The user
then uses the mobile application to send the electronic
prescription to the pharmacy via Path @ The pharmacy
then fills the prescription as normal.

[0109] Referring now to FIG. 9B, there is illustrated
another embodiment of a system in which a prescription is
transmitted to a pharmacy using a medical test and tele-
medicine. These embodiments are similar to those described
herein with respect to FIG. 9A. The system includes a user
with a mobile device 102 running a mobile application, a
healthcare provider, a pharmacy, and a remote server or
central office with a records database. In these embodiments,
the user participates in a telemedicine session with a health-
care provider via Path @ as described herein. Next, if the
healthcare provider decides that a prescription is needed, the
healthcare provider creates a prescription record and trans-
mits the record through a network 902 such as the internet
to a central office 904 or remote server via Path @ The
central office 904 then stores the record in a records database
906. When the user is ready to have their prescription filled,
they use the mobile application on the mobile device 102 to
contact the central office 904 via Path @ The central office
904 then retrieves the prescription record from the database
906 and sends the prescription record to the pharmacy via
Path @ to have the prescription filled. With this method, the
healthcare provider does not have to worry about which
pharmacy to send the prescription to, and the fact that the
prescription record does not have to be stored on the mobile
device 102 means that the user could potentially access the
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prescription record from another mobile device or any other
compatible device with network access.

[0110] Referring now to FIG. 10, there is illustrated an
embodiment in which the mobile application running on the
mobile device 102 displays what prescriptions have been
prescribed by the healthcare provider to the user. In these
embodiments, the mobile application informs the user what
prescriptions have been issued or “written” for him by the
healthcare provider without the need of physical records.
The user receives a notification from the mobile application
when the healthcare provider has given the prescription. For
example, if the healthcare provider issues (“writes”) the
prescription during the telemedicine session, the screen
illustrated in FIG. 10 will be presented at that time. Or, if the
healthcare provider writes the prescription after the tele-
medicine session has ended, the user will be notified by the
mobile application at that time.

[0111] Referring now to FIG. 11, there is illustrated a
mobile device 102 from an embodiment in which the user
can select which pharmacy to send the prescription to. In
these embodiments, a menu displays a choice of pharmacies.
These choices can be based on geographic location, on
which pharmacies accept the user’s insurance, or any other
factor which might influence a user’s choice of pharmacy.
Once the user selects which pharmacy will fill the prescrip-
tion, the prescription record is transmitted to that pharmacy
so that it can be filled. In some embodiments, a preferred
pharmacy is selected ahead of time, so that the user does not
have to select a pharmacy each time the user receives a
prescription from a healthcare provider. In these embodi-
ments, the user is presented instead with a confirmation
screen which user will use to send the prescription to the
previously-chosen pharmacy to be filled.

[0112] Referring now to FIG. 12, there is illustrated a
mobile device 102 from an embodiment of the system which
allows for the prescription to either be picked up or deliv-
ered. In some embodiments of the system, the user is offered
the convenience of having the prescription delivered to the
user’s home or place of work. In these embodiments, when
a prescription is sent to a pharmacy to be filled, the user is
presented with a menu in the mobile application which gives
him the option of choosing to pick up the prescription
himself, or of having the prescription delivered. If the user
selects to have the prescription delivered, the user will then
be presented with a screen in the mobile application where
he or she enters the delivery address. Some embodiments
will allow for addresses to be pre-entered into the mobile
application and saved. This will speed up future prescription
fillings, as the user will not have to enter the delivery address
every time he selects to have a prescription delivered. In
some embodiments, if the user selects to pick up the
prescription, the user will be given an estimated ready time
for the prescription or a notification through the mobile
application when the prescription is ready to be picked up.
[0113] Referring now to FIG. 13, there is illustrated a
flowchart of the process for using a medical test and tele-
medicine to obtain a prescription. The process starts at Start
block 1302 and proceeds to block 1304. At block 1304, the
user performs a medical test such as is described herein.
Next, at block 1306, a telemedicine session is established
and occurs between the user and a healthcare provider as
described herein. Next, the process moves to block 1308,
where the healthcare provider determines that the user needs
a prescription. In some embodiments, this step takes place
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during the telemedicine session. Next, the process moves to
block 1310, where the healthcare provider issues a prescrip-
tion for the user and enters the prescription information into
the telemedicine system. Next, at block 1312, the user is
notified through the mobile application that they have been
prescribed medication. The process then moves to block
1314, where the user selects a pharmacy to fill the prescrip-
tion. This step may not take place if the user has a pharmacy
pre-selected. Next, at block 1316, the mobile application
causes the prescription to be sent to the pharmacy to be
filled. The process then moves to block 1318, where the
pharmacy fills the prescription. The block then moves to
decision block 1320, where the user chooses whether the
prescription will be picked up or delivered. If the user
chooses to pick up the prescription, the process moves to
function block 1322, where the system sends the user a
notification that the prescription is ready for pick-up. The
process moves to block 1324, where the user picks up the
prescription and then ends at block 1326. If the user chooses
to have the prescription delivered, then the process moves to
block 1328, where the prescription is delivered to the user at
his selected address. The process then ends at block 1326.

[0114] Referring now to FIG. 14, there is illustrated an
embodiment in which a telemedicine mobile application is
used to automatically fill a prescription. In some cases, when
a patient is diagnosed with a particular ailment, the prescrip-
tion is likely to be a predetermined medication or set of
medications. In these cases, a healthcare provider can often
issue a prescription for the user without having to actually
see or talk to the user. Having a user’s health history and the
results of a diagnostic test are often enough for a healthcare
provider to issue a prescription for a user. Some embodi-
ments take advantage of these situations and improve the
efficiency of the telemedicine and prescription-filling pro-
cess by allowing prescriptions to be issued and filled auto-
matically, without significant interaction between the user
and the healthcare provider. The process starts at Start block
1402 and proceeds to function block 1404, where the user
performs a medical test. The process then moves to decision
block 1406. If the medical test returns negative results, the
process loops back to block 1404 until the user performs
another medical test sometime in the future. If the test results
are positive, the process moves to decision block 1408. If the
positive result from the test does not indicate a “critical” or
urgent situation, the process movies to block 1410, where a
normal telemedicine proceeding occurs, as described herein.
If, however, the results indicate an urgent or critical situation
which can be resolved without significant user interaction
with a healthcare provider, the process moves to function
block 1412. At block 1412, the mobile application transmits
the medical test results to a central office or remote server for
the telemedicine system. The process moves to block 1414,
where a healthcare provider is assigned to the user’s test
results, which are transmitted by the central office to the
healthcare provider. The process then moves to decision
block 1416, where, if the user has pre-registered, that is, has
supplied their health history and pharmacy preferences to
the telemedicine system, the process moves to block 1422,
where the healthcare provider compares the user’s health
history with the medical test results to determine if a
prescription should (can) be issued to the user.

[0115] If; at block 1416, the user has not pre-registered,
the process moves to block 1418, where a session of the
telemedicine application is opened on the user’s mobile
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device. This session is simply for the user to provide the
information necessary for the healthcare provider to issue
the proper prescription. The process moves to block 1420,
where the user provides their health history and their phar-
macy preferences to the telemedicine system through the
mobile application. Next, the process move to block 1422,
where the healthcare provider compares the user’s health
history and the test results to determine if a prescription
should be issued. The process then moves to block 1424,
where the healthcare provider issues a prescription and
sends it to the pharmacy. The process moves next to block
1426, where the telemedicine application opens on the
user’s mobile device. At block 1428, the telemedicine
mobile application informs the user that the prescription has
been filled by the pharmacy and is ready for pick-up or
delivery. The process then ends at End block 1430.

[0116] Referring now to FIG. 15, there is illustrated an
embodiment of a system which utilizes a remote diagnostic
test to initiate a medical escalation and intervention. In some
situations, the result of a medical diagnostic test will indicate
that immediate or urgent medical attention is needed for the
patient. In some embodiments, medical attention will be
summoned automatically in these situations. In these
embodiments, the user performs a medical test and uses a
mobile application running on a mobile device 102 to
capture an image of the test product, as described herein.
The mobile application then transmits, via Path @, the test
information through a network 1502 to a remote server or
central office 1504. The central office 1504 accesses a
database 1506 for the necessary information to generate a
result for the medical test. The central office 1504 may also
retrieve from the database 1506 criteria for determining
whether or not a medical escalation or intervention is
warranted on the basis of the test results. The central office
1504 generates a test result and checks the criteria to
determine if medical escalation is needed. If no medical
escalation is needed, the central office 1504 simply returns,
via Path @, the test results to the mobile device 102 through
the network 1502. If, however, the central office 1504
determines that some type of medical escalation is war-
ranted, then the central office transmits, though the network
1502 via Path @, the test and test result information, along
with information about the user (such as any relevant
personal, demographic and/or contact information collected
from the user) to a healthcare provider 1508. Alternatively,
instead of the healthcare provider 1508 being contacted by
the central office 1508, in some embodiments, the fact that
a medical escalation is needed is transmitted along with the
test results from the central office 1502 through the network
1502 via Path @ to the mobile device 102 running the
mobile application. The mobile device 102 then transmits
the test and test result information to a healthcare provider
1508 through the network 1502 via Path @

[0117] The manner of the medical escalation or interven-
tion varies depending on the embodiment, and may vary
depending on the type of test and/or the test results. In some
embodiments, the escalation takes the form of notifying
emergency medical personnel, rather than a healthcare pro-
vider 1508, of an urgent medical situation. In these embodi-
ments, the central office may call 911 or in some other way
notify emergency services These embodiments would be
useful, for example, if a blood test shows that the medical
test user has near fatal levels blood sugar or that the user is
having a heart attack or stroke. In other embodiments, the
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medical escalation takes the form of the mobile application
on the mobile device automatically initiating a telemedicine
session with a healthcare provider 1508. These embodi-
ments are useful, for example, in urgent, but not quite
emergency, situations. For example, elevated blood sugar or
high blood pressure might not be immanently deadly to a
patient, but should still be addressed and brought to the
attention of a healthcare 1508 provider quickly. In other
embodiments which are most useful for urgent—but not
quite emergency—situations, the central office 1504 notifies
the healthcare provider 1508 of the test results, and leaves it
up to the healthcare provider to determine the best next
course of action to take with respect to the patient.

[0118] Referring now to FIG. 16, there is illustrated an
example of a table which would be found in the database of
a central office 1506 and which contains criteria for when to
initiate a medical intervention based on the results of a
remote diagnostic test. The table 1602 includes several
columns of information. In the example embodiment
depicted in FIG. 16, the diagnostic test is a quantitative one
which produces a numerical rating as part of the test result,
similar to the embodiments described herein. An example of
such a test could be a blood glucose test, wherein a certain
risk is generally associated with a range of glucose levels. In
this example, a low test result “rating” indicates a low health
risk for the condition being tested, while a higher “rating”
indicates a higher risk. In the some embodiments which use
a table such as table 1602, different types of medical
intervention are used for different test results. The first
column 1604 of table 1602 specifies a range of test result
“ratings,” while the rest of the columns 1604, 1606, and
1608 specify information correlating to that rating range.
Column 1606 specifies the health risk associated with a
particular test result rating from column 1604, and column
1608 specifies what type of medical intervention will be
initiated for a test result within a given range. For example,
if a user conducts the example medical test, and the central
office 1504 generates a test result rating of 57 (which
indicates a dangerous health risk), then the central office will
not only return the test result to the user, it will also initiate
an urgent medical intervention, such as initiating a telemedi-
cine session between the user and a healthcare provider. If
the central office 1504 generates a test result rating of 93
(which would indicate a deadly health risk), then the central
office will initiate an emergency health intervention, such as
notifying emergency medical services of the user’s condi-
tion. On the other hand, if the test result rating is in the
“NORMAL” or “ELEVATED” range, then no medical inter-
vention will be initiated, and the central office 1504 will
simply return the test results to the user and the mobile
device 102. Naturally, other embodiments will have different
styles of tables in the central office 1504 database. Some
embodiments which have qualitative rather than quantitative
tests (for example, testing simply “positive” or “negative”
for a disease) will not have various multiple different types
of medical intervention.

[0119] Referring now to FIG. 17, there is illustrated a
mobile device 102 from an embodiment in which a medical
intervention in the form of a telemedicine session is initiated
on a mobile device in response to a diagnostic test. In the
example illustrated in FIG. 17, the mobile application run-
ning on the mobile device 102 displays that a medical test
performed by a user has returned a result showing the user
has dangerous levels of blood glucose. As described herein,
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different embodiments will have different types of medical
intervention. In the example of FIG. 17, the mobile appli-
cation automatically initiates a telemedicine session in
response to the high blood glucose test result. The mobile
application informs the user that the test results indicated a
dangerous glucose level, initiates the telemedicine session,
and transmits the test results to the healthcare provider
(some embodiments transmit the test results to the health-
care provider directly from the central office 1504).

[0120] Referring now to FIG. 18, there is illustrated a
flowchart for an embodiment which initiates a medical
escalation or intervention as a result of a remote diagnostic
test. The process starts at START block 1802. Next, the
process moves to function block 1804, where the user
performs a medical test and reads the testing equipment with
a mobile device, such as is described herein. Next, at block
1806, a mobile application on the mobile device transmits
the test information, including the image or images of the
captured by the mobile device, to a central office over a
network 1502. The process flows to block 1808, where the
central office 1504 accesses a connected database 1506 to
obtain information for generating a test result, as well as
information detailing the criteria for initiating a medical
intervention. Next, at block 1810, the central office 1504
generates test results based on the information transmitted
from the mobile device 102 and the information obtained
from the database 1506. At decision block 1812, the central
office 102 determines whether or not, based on test results,
a medical intervention is warranted. If a medical interven-
tion is warranted, the process flows to block 1814, where the
central office accesses the database 1506 to retrieve health-
care provider information for the user. The process then
proceeds to block 1816, where the central office 1504
notifies the healthcare provider 1508 of the test results. Next,
the process moves to block 1818, where the central office
1504 transmits the test results to the mobile device 102
through the network 1502. The process then ends at END
block 1820. If, at decision block 1812, no medical interven-
tion is warranted, then the process instead moves to block
1818 and block 1820, as described herein.

[0121] Referring next to FIG. 19, there is illustrated an
embodiment which includes mapping a diagnostic test to an
individual user to create a unique profile on a remote
database. Each time a patient conducts a medical test, there
is a change to gather information about that patient and the
patient’s test. Instead of each piece of information about a
patient or a test being regarded individually, multiple data
points and pieces of information for a common patient can
be associated with each other, providing a greater insight
into and creating a detailed profile of the patient. Referring
to FIG. 19, there is illustrated a unique profile record 1900.
Each unique profile record 1900 is associated with an
individual patient or diagnostic test user and has a unique ID
1902. The unique profile record 1900 contains information
associated with the patient/user, such as the patient name
1904, the name of a healthcare provider 1906 associated
with the patient, or the name of a pharmacy 1908 associated
with the patient. Importantly, the unique profile record 1900
also includes the biologic IDs 1910 associated with the user.
Each biologic ID 1910 is the same ID as the biologic header
2002 in one of the unique biologic ID database tables 2000.
Thus, the unique profile record 1900 includes a “link™ to the
record of each biologic used by the patient associated with
the unique profile record. Each time a diagnostic test is
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conducted on a biologic sample, the biologic sample is
associated with the unique profile record 1900, which means
the unique biologic ID database table 2000 (which includes
data about the test) is associated with the unique profile
record 1900 and the user. This means that more information
about the patient is collected and accumulated.

[0122] Different embodiments will include different types
of data to be stored within each unique profile record 1900.
In some embodiments, the unique profile record 1900
includes information about food or medications to which the
patient is allergic. Some embodiments of the unique profile
record 1900 include records of which illnesses which the
patient has had. Virtually any type of information related to
the patient/user can be included in the unique profile record
1900 in various embodiments, so long as it contributes to
construction of a better “picture” of the patient/user.

[0123] Referring now to FIG. 20, there is illustrated an
example of a unique biologic ID database table 2000. The
table 2000 is illustrative of the type of data stored in
association with data for a biologic transmitted by a mobile
device 102 for storage on the database 118. A biologic ID
header 2002 is provided that shows that the biologic sample
has been given a unique ID. All data concerning the biologic
may be stored in association with the unique biologic ID.
The table 2000 also includes a biologic type entry 2004. This
designates what type of biologic that the biologic associated
with the unique ID is, such as blood, urine, stool, saliva,
sweat, or other biologics. The table 2000 also provides a
plurality of test ratings 2006, for various tests performed on
the biologic. In the example shown in FIG. 20, a blood
biologic is provided having an assigned 1D of 2402, and
having been testing for pregnancy markers, the Zika virus,
and for glucose levels. The rating for pregnancy was a 99
rating, the rating for a Zika infection was a 75, and the rating
for glucose levels was a 10. This would indicate that the test
subject has an extremely high likelihood of both a pregnancy
and a Zika infection, which would have resulted in a
warning to seek medical attention at the conclusion of the
tests. Other information may also be stored in the database
in relation to the biologic, including other condition ratings,
time and date each test was performed, user information
such as ethnicity, gender, and age, and status indicators such
as whether a test subject visited a physician as a result of the
tests. The database 118 thus provides the test subject with a
growing collection of information that may be accessed by
the test subject. This allows the test subject to present the test
results to her physician for medical attention or additional
testing, and allows for others who may access the database,
such as disease researchers, to have access to data on various
biologic samples and their markers.

[0124] Referring next to FIG. 21, there is illustrated an
embodiment which includes mapping diagnostic tests to
individual users to create unique profiles. The patient/user
2101 conducts a medical test using a mobile device 102. The
first time the patient 2101 uses the mobile application on the
mobile device 102, the application allows the patient to
create a unique ID 1902 to be assigned to the unique profile
record 1900 associated with the patient. In some embodi-
ments, the unique ID 1902 is simply assigned by the mobile
application instead of being chosen by the user 2101. After
a test is conducted, the mobile application transmits the
biologic ID 2002 of the biologic tested along with the unique
1D 1902 along Path @ through a network 2102, such as the
internet, to a remote server or central office 2104. Once the
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biologic ID 2002 and the associated unique ID 1902 reaches
the central office server 2104, the central office server
transmits the biologic ID and the unique ID to a connected
database 2106. Within database 2106 are stored the unique
profile records 1900 for each patient/user 2101. Once the
database 2106 receives the biologic ID 2002 and the unique
1D 1902, the database uses the unique ID to identify the
correct unique profile record 1900 and then appends the
biologic ID 2002 to that unique profile record. If this is the
first test conducted for/by a particular patient/user 2101,
then the database 2106 creates a new unique profile record
1900 with the provided unique ID 1902 and appends the
biologic ID 2002. In this way, each time a user 2101
conducts a diagnostic test, the unique ID 1902 and the
biologic ID 2002 are sent to the database 2106, where the
unique profile record is incrementally augmented with addi-
tional information about the user/patient 2101. In some
embodiments, the biologic ID 2002 is not assigned by the
application on the mobile device 102. Instead, the mobile
device sends the information relating to the biologic (test
type, test results, etc.) to the central office serve 2104 and
database 2106, which then assign a biologic ID 2002 to the
biologic data and associate it with the appropriate unique 1D
1902.

[0125] Data for other users 2101 with other unique profiles
1902 will be handled similarly. Since each user 2101 has a
unique profile record 1900 associated with him or her, the
database 2106 will be able to associated biologic IDs 2002
with the correct user. In this way, the database 2106 will be
populated with unique profile records 1900, from which
potentially vast amounts of data can be obtained.

[0126] Referring now to FIG. 22, there is illustrated a
flowchart for an embodiment which includes mapping a
diagnostic test to an individual user to create a unique profile
on a remote database. The process starts at Start block 2202
and proceeds to function block 2204, where the user
launches the mobile application on the mobile device 102.
The process then moves to decision block 2206. If a unique
1D 1902 for the user does not exist, the process moves to
function block 2208, where a unique ID is created by the
mobile application. The process then moves to function
block 2210. If, at block 2206, a unique ID 1902 for the user
does exist, the process skips block 2208 and moves to
function block 2210. At block 2210, the user conducts a
diagnostic test with a testing device 300 and a mobile device
102 as described herein. The process then moves to block
2212, where the mobile application transmits the biologic ID
information 2002 (which will also link the user to data about
the type of diagnostic test) and the unique ID 1902 to the
remote server 2104. At step 2214, an ID is assigned to the
biologic information. The process then moves to decision
block 2218. If a unique profile record 1900 for the user does
not exist, the process moves to function block 2216, where
a unique profile record is created. The process then moves to
function block 2220. If, at decision block 2218, a unique
profile record 1900 for the user already exists, the process
moves to block 2220. At block 2220, the database 2106
appends the biologic ID information 2002 to the unique
profile record 1900. The diagnostic test performed by the
user is now mapped to the user’s profile 1900 through the
biologic database ID table 2000. The process then ends at
End block 2222.

[0127] In some embodiments, a medical test may be
performed by a doctor, lab technician, etc. and may use an
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automated testing device to perform the test. In this scenario,
the test may be used to determine a treatment regimen for a
patient based on the test results. For instance, if the test is
designed to determine the proper medication and dosage
level of that medication to effectively treat a patient, this
information may be added to a patient file and transmitted to
other parties to alert the other parties to take action in order
to enact the treatment plan.

[0128] FIG. 23 illustrates a diagrammatic view of a medi-
cal test results, trends, and response system 2300. The
system 2300 includes a centralized system 2302. The cen-
tralized system 2302 may include or be connected to an
actionable analytics database 2304, a trends engine 2306,
and a plurality of patient records 2308. The plurality of
patient records 2308 may include patient demographics and
personal information, medical history including test results,
doctor’s notes, etc., medical information specific to the
patient such as DNA data, blood type, markers detected
during tests on the patient, or other types of information. The
centralized system 2302 may act as a central hub of infor-
mation for various entities related to the medical industry.
These various entities may be interconnected with each
other as well as with the centralized system 2302.

[0129] For example, the system 2300 illustrated in FIG. 23
further includes one or more of the following: a doctor’s
office 2310, a test site 2312, a university of higher learning
2314, a research database 2316, a research lab 2318, a
hospital 2320, a compounding pharmacy 2322, a retail
pharmacy 2324, the centralized system 2302, and other
entities 2326. All these entities may be interconnected over
a network 2328 to share information and otherwise provide
an infrastructure for tracking medical test results, disease
trends, pharmaceutical effectiveness trends, triggering medi-
cal actions for patients, etc. For example, test results gen-
erated by using the testing device described herein may
include drug efficacy and proper dosage information per-
taining to a patient. This information may be passed from the
entity in the system 2300 that performed the test, such as a
doctor’s office 2310, a hospital 2320, a research lab 2318, or
any other test site 2312 or other entity 2326. The results may
then be received by the centralized system 2302 to update a
patient record 2308 stored in associated with the centralized
system 2302. The test results, test information, patient
information, and other data may be stored in the database
2304 or processed by the trends engine 2306 to evaluate
overall patient health, and to determine whether the patient
is susceptible to other medical conditions or whether the test
results received regarding the patient are indicative of trends
or other medical conditions concerning other patients whose
information is stored in the centralized system 2302. The
results may also be utilized in advancing medical research,
such as by universities 2314, research labs 2318, and by
updating research databases 2316.

[0130] Referring now to FIG. 24, and still to FIG. 23,
patient records on file with any of the entities 2310-2326
may also be updated to reflect the new information obtained
as a result of the test. FIG. 24 illustrates the types of
information that may be recorded in a patient record 2308,
or in the database 2304, in accordance with various embodi-
ments of the present disclosure. FIG. 24 shows that a patient
may have a patient record 2402. This patient record may be
stored as a document on the centralized system 2302, such
as a text file, PDF file, excel file, or other document, or the
data in the patient record 2402 may be stored in the database
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2304. Particular test types may have ID numbers associated
with the particular test types. The ID for the test type may
be stored in relation to a patient record when the test
associated with the test ID is performed on the patient
associated with the patient record. Results of the test per-
formed on the patient or on a patient’s biologic specimen
may also be stored in relation to the patient.

[0131] For example, FIG. 24 shows that test results 2404
of a test having a test ID of 10 are stored in relation to a
patient having a patient ID of 1002. Test information results,
treatment plans, and other information may be stored in
relation to the patient. For example, and as illustrated in FIG.
24, if a patient is found to be positive for a bacterial
infection, such as streptococcal bacteria, and results from a
test conducted using the testing device described herein
indicate that the most effective medication and dosage to
treat the infection is amoxicillin at 250 mg, this information
may be transmitted across the system 2300. The centralized
system 2302 may receive the test results and generate a
treatment plan or regimen that indicates that the patient
should take amoxicillin at 250 mg twice daily for two weeks.
The treatment regimen may be generated for the patient and
this treatment regimen may be transmitted to entities respon-
sible for enacting the treatment regimen, such as the doctor’s
office 2310, the compounding pharmacy 2322 or the retail
pharmacy 2324, etc.

[0132] Referring now to FIG. 25, there is illustrated a
flowchart of a patient record update/creation process 2500.
The process begins at step 2502 when a medical test is
performed to determine a treatment plan for a patient, such
as a test using a testing device. At decision block 2504, an
entity such as the centralized system 2302 determines
whether the patient is a new patient, which may be done by
querying the database 2304 for personal information relating
to the patient to determine if that information already exists
in the database such as a social security number. If it is
determined that the patient is a new patient, the process
flows to step 2506 to generate a new record for the patient.
The process then flows to step 2510. If at decision block
2504 it is determined that the patient already has a patient
record stored, the process flows to step 2508 where the
existing patient record is updated with the results of the test
performed in step 2502. The process then flows to step 2510.
At step 2510, a treatment regimen is determined for the
patient based on the test results data. For instance, if a
particular medication at a particular dosage level was tested
as effective against a medical condition of the patient, a
regimen of administration of the medication may be gener-
ated.

[0133] The process then flows to step 2512 to save the
treatment regimen to the patient record. At step 2514, an
overall patient health report may be saved to the patient
record. This health report may include general information
relating to the patient from other office visits, such as weight,
medical states such as diabetes or other states, and may
include the medical condition with respect to the test con-
ducted in step 2502, such as stating the test date, severity of
the condition, details regarding the treatment regimen and
drug interactions and side effects, etc. The process then
flows to step 2516. At step 2516, the treatment regimen,
overall health report, and other patient information may be
transmitted to entities that may use such information to treat
the patient, such as a doctor’s office, hospital, or other entity.
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[0134] Referring now to FIG. 26, there is illustrated a
sequence diagram of a test results and treatment regimen
enactment process 2600. At step 2602, a doctor sends a
request to a test site to schedule a test. The test site at step
2604 then performs the scheduled test. At step 2606, a
treatment plan is generated at the test site. The test site may
generate the treatment plan when generation of the treatment
plan is automated by the device performing the test, or by a
professional analyzing the test. In some embodiments, the
test results may be sent elsewhere for determining the
treatment plan, such as to the doctor or to the centralized
system.

[0135] At step 2608, the test site sends an update to the
patient record at the centralized system with test results and
a treatment plan. At step 2610, the centralized system
transmits the test results and treatment plan to the doctor’s
office. At step 2612, the doctor’s office confirms the treat-
ment plan with the patient and at step 2614 the doctor’s
office sends a confirmation of the treatment plan and any
written prescriptions to the centralized system. At step 2616,
the centralized system updates the overall patient profile and
database associations to that patient profile. For example, if
the patient is a Caucasian female, and the test results were
positive for Crohn’s disease, such an association may be
made in the database as a potential trend or susceptibility,
but may wait for additional data before marking it as an
active trend.

[0136] At step 2618, the centralized system requests one
or more prescriptions from a pharmacy according to the
treatment plan. At step 2620, the pharmacy transmits a
confirmation to the centralized system that the prescriptions
were delivered to or pickup by the patient. At step 2622, a
research database may request updated data from the cen-
tralized system. The research database may utilize the cen-
tralized system as a storehouse for a multitude of informa-
tion and data points related to diseases, patient
demographics, biological markers, or other information use-
ful to medical research and academia. At step 2624, the
centralized system transmits the requested data to the
research database.

[0137] Referring now to FIG. 27, there is illustrated a
diagrammatic view of a trends engine 2702 in accordance
with various embodiments of the present disclosure. The
trends engine 2702 may be a linear or non-linear deep
learning neural network or trained database. Neural net-
works are non-parametric methods used for machine learn-
ing such as pattern recognition and optimization. They are
able to generate an output based on a weighted sum of
inputs, which is then passed through an activation function.
Typically, the activation function determines the output by
summing the inputs multiplied by the weights. A basic
activation function is that of y=f (Xwx), where x is the vector
of inputs, w is the vector of weights, f(.) is the activation
function, and y is the output vector.

[0138] The inputs, weights, and outputs may be organized
within a multilayer perceptron (MLP), wherein there is an
input layer, one or more hidden layers, and an output layer.
As shown in FIG. 27, a plurality of inputs may be entered
into the trends engine 2702. The trends engine 2702 may
include a series of weighted neurons that pass the inputs
through an activation function t generate one or more
outputs, or trends. The trends engine 2702 may be a feed-
forward network. Although there could be any number of
hidden layers, typically ranging from one to three, it will be
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appreciated by those skilled in the art that a single hidden
layer can estimate differentiable functions, provided there
are enough hidden units. A higher number of hidden layers
also increases processing time and the amount of adjust-
ments needed during neural network training.

[0139] It will be understood by those skilled in the art that
the neural network would be trained in order for the neural
network to become more accurate. Various training methods
exist, such as supervised learning where random weights are
fed into the neural network and adjusted accordingly, back-
propagation methods, or other methods. Activation func-
tions are applied to the weighted sum of the inputs to
generate a certain outcome. The weights may be set to small
random values initially. The input pattern may then be
applied and propagated through the network until a certain
output is generated for the hidden layer. Training results may
be collected including the number of true positives, true
negatives, false positives, and false negatives. If the number
or percentage of false positives and negatives appear too
high, additional training may be required.

[0140] The outputs of the hidden layer are used as entries
for the output layer. Weighted and summed up, they are
passed through an activation function to produce the final
output. The way the weights are modified to meet the desired
results defines the training algorithm and is essentially an
optimization problem. When the activation functions are
differentiable, the error back-propagation algorithm may be
a good approach in progressing towards the minimum of the
error function. The errors are then passed back through the
network using the gradient, by calculating the contribution
of each hidden node and deriving the adjustments needed to
generate an output that is closer to the target value. It will be
understood by those skilled in the art that neural networks
can be set up and trained in various ways and that the above
description is illustrative of but one method. It will be
appreciated that the neural network may be organized in any
way to allow for the functionality disclosed herein.

[0141] In some embodiments, the trends engine 2702 may
function on a threshold system. For instance, if a certain
number or percentage of patients that are within a specific
haplogroup also test positive for a specific medical condi-
tion, this may indicate a trend output by the trends engine
2702. As more positive results are received for a particular
medical condition, the trends engine 2702 may query the
database 2306 to determine if there are any demographical
or other commonalities between patients that have tested
positive for the medical condition. For example, if the
threshold is set to 75%, and 80% of patients of African
descent have tested positive for a medical condition, the
trend engine 2702 may communicate the trend to other
entities within the system 2300, or provide the trend when
the centralized system 2302 is accessed by other entities in
the system 2300.

[0142] Referring now to FIG. 28, there is illustrated one
embodiment of database tables showing a particular trend.
There is shown a patient record 2802. The patient record
2802 includes various data concerning the patient, such as
the test IDs for tests performed on the patient or a specimen
from the patient. If a patient has a DNA test performed, a
patient’s haplogroup may be determined. Haplogroups may
be Y-chromosomal or may be mitochondrial haplogroups.
The centralized system 2302 may keep track of a patients’
haplogroups to attempt to find trends among patients that
share a common ancestry. For example, FIG. 28 illustrates
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that patient ID #1002, in record 2802, is within haplogroup
C. Thus, the centralized system 2302 may link the patient to
data accumulated and test results obtained regarding all
patients that are within haplogroup C. Table 2804 illustrates
that the centralized system 2302 may count the number of
positive results for each test performed on a person of
haplogroup C. In this example, patient ID #1002 has may
have tested positive for test ID 10. The table 2804 shows that
a large number of people in haplogroup C have also tested
positive for test ID #10. There is also shown in patient record
2802 that the patient is susceptible to prostate cancer. This
may be determined from a trend similar to that shown in
2804. For instance, if test ID #10 tested for prostate cancer
markers, and the 10,720 positive results illustrated in FIG.
28 was above a threshold amount to activate a trend, all
patients in haplogroup C, such as patient ID #1002, would
have an entry added to his or her patient record noting a
trending susceptibility to prostate cancer.

[0143] Referring now to FIG. 29, there is illustrated a
sequence diagram of a research and trends feedback process
2900. At step 2902, a test site 2312 performs a medical test,
such as a test using testing device. At step 2904, the test site
2312 sends to the centralized system 2302 a patient record
update including test results and a treatment plan. At step
2906, the centralized system 2302 checks trends via the
trend engine 2306 and database 2304. At step 2908, the
centralized system 2906 requests current research regarding
the medical condition of the patient from a research database
2316. At step 2910, the requested research is transmitted
from the research database 2316 to the centralized system
2302. At step 2912, the centralized system 2302 transmits
the test results, any trends regarding the patient or others
similar to the patient, the requested current research, and any
recommendations based on this data to the doctor’s office
2310. At step 2914, the doctor’s office 2310 requests addi-
tional testing for the patient. The doctor may request addi-
tional testing because of trends regarding the patient’s
condition or research that was provided to the doctor in step
2912. At step 2916, the test site performs the additional
testing.

[0144] At step 2918, the test site sends an update to the
patient record including the test results for the additional
testing and a new or updated treatment plan for the patient
based on the additional testing. At step 2920, the test results
are update patient record and treatment plan are transmitted
from the centralized system 2302 to the doctor’s office 2310.
At step 2922, the doctor’s office 2310 sends confirmation of
the updated treatment plan to the centralized office 2922.

[0145] Referring now to FIG. 30, there is illustrated a
medical condition trend activation process 3000. The pro-
cess 3000 begins at step 3002, where patient information and
the efficacy and dosage for particular medications pertaining
to a first patient produced by a first test are obtained by an
entity such as the centralized server. At step 3004, patient
information and the efficacy and dosage for particular medi-
cations pertaining to a second patient produced by a second
test are obtained by an entity such as the centralized server.
At step 3006, the server compares patient information of the
second patient with the patient information of the first
patient. At decision block 3008, it is determined whether
there is any significant patient information matches. For
example, if the tests conducted on both patients were for
Crohn’s disease, and both patients are of the same gender
and ethnicity, then there may be a significant patient infor-
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mation match. If there is no significant patient information
match the process flows to end block 3010. If there is a
match, the process flows to step 3012 to store the potential
trend.

[0146] A trend may be stored as a potential trend when
there is a correlating data point, but not enough data to
activate it as an active trend in the system. At step 3014, the
system receives a plurality of additional test results from a
plurality of addition conducted tests. The process then flows
to decision block 3016 to determine whether additional
instances of the potential trend stored in step 3012 is in an
amount above a threshold. Such a threshold may be a certain
number, a percentage of all patients related to the trend
demographic or other data point (such as all female patients
of'a particular ethnicity), or other threshold types. If instance
of the potential trend is not above the threshold, the process
flows back to step 3014 to receive more test results. If at
decision block 3016 it is determined that the instances of the
potential trend is above the threshold, the process flows to
step 3018. At step 3018, the system changes the status of the
potential trend to an active trend.

[0147] Independent prescribing, or prescriptive authority,
is the ability of doctors, telemedicine doctors, and advanced
practice registered nurses (APRNs) to prescribe, without
limitation, legend (prescription) and controlled drugs,
devices, adjunct health/medical services, durable medical
goods, and other equipment and supplies. An issue with
some telemedicine procedures is that telemedicine health-
care professionals, that is, doctors and other personnel that
participate in and provide telemedicine services to patients
may be reluctant to write a prescription for a medication for
apatient. This is because confirmation of patient identity and
confirmation of actual patient symptoms and diagnosis is
limited when the telemedicine healthcare professionals typi-
cally only have a brief communication, such as a video
conference, with the patient. The telemedicine healthcare
professional may be concerned that the patient is faking
symptoms to get medications, may be concerned that the
telemedicine healthcare professional may improperly diag-
nose the patient and provide medication that could harm the
patient, or may fear liability due to an improper medication
being prescribed. The system and methods disclosed herein
allow for a telemedicine healthcare professional to receive a
quantifiable and verified test report on a patient that ensures
the telemedicine healthcare professional in using his or her
prescriptive authority during a telemedicine session.
[0148] A person’s unique ID created from taking a medi-
cal test as described herein may also be paired with patient/
user authentication data such as a login authentication via an
application on a mobile device, biometric confirmation, etc.
When the telemedicine doctor receives this information, the
doctor can see that a certified test result was created due to
the administration of the medical test such as those
described herein and patient identity confirmation informa-
tion, the telemedicine doctor can have a greater assurance
that the patient does indeed have a particular medical
condition and of the patient’s identity.

[0149] Referring now to FIG. 31, there is illustrated a
flowchart of one embodiment of a digital certificate of
quantified test results and verified individual hand shake
process 3100. The process 3100 begins at step 3102. At step
3102, a test is performed on a patient. The test may be an
FDA approved test administered by a point-of-care (POC)
site, or may be an FDA approved self-diagnostic test admin-
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istered by the patient. At step 3104, patient identification
information is provided. Identification information may
include login information if the test uses an application, such
as an application on a mobile device for remote test results
capture, personal information such as date of birth, social
security, or other personal information, or biometric infor-
mation such as a patient fingerprint scan. A verification
process may also be conducted on the test being adminis-
tered. For example, in some embodiments a mobile device
may scan a unique code on the testing device, such as the test
type identifier 206 described herein, to confirm that the test
device being used is an FDA approved test device and
appropriate for the medical condition being tested.

[0150] At step 3106, digitized test results and a unique ID
are created, which may be created as described herein to
generate the unique identifier 212. At step 3108, the digital
test results and unique ID are analyzed and the identification
information is verified by a remote device such as the server
116 or the centralized system 2302. At decision block 3110,
it is determined whether the test results analyzation and
identity verification processes confirm a positive medical
condition test result and confirm the identity of the patient.
The identity of the patient may be confirmed based on
information previously provided by the patient and stored at
the remote device, such as if the patient previously provided
a biometric fingerprint scan and has provided a new scan as
part of the patient identification information in step 3104. If
either the test results are negative or the patient’s identity
cannot be confirmed, the process ends at end block 3122.

[0151] If at decision block 3110, the test results are
positive and the patient’s identity is confirmed, the process
flows to step 3112. At step 3112, a unique report including
a digital certificate verifying test results is generated by the
remote device. The digital certificate may be a created by the
remote device to provide confirmation and assurance of the
medical test results and patient identity to a telemedicine
provider. Since test results and identity information are
analyzed by the remote device against a learned system and
database as described herein, accurate results can be
achieved to provide confidence in the report and digital
certificate. The digital certificate may include information
such as the quantified test results provided by the server and
confirmation of the patient’s identity. The digital certificate
may also include the unique identifier 212, which provides
a plurality of information pertaining to the patient, biologic
samples taken from the patient, and other information as
described herein. The digital certificate thus provides a
telemedicine doctor with assurance of an accurate diagnosis
of the patient’s medical condition(s) and of the patient’s
identity. In some embodiments, the report and/or certificate
may be encrypted with a public key and later decrypted by
a telemedicine provider with a private key, or in some
embodiments other encryption paradigms may be imple-
mented.

[0152] At step 3114, a digital transfer session or hand
shake is established between the remote device and a
telemedicine provider is established. At step 3116, the
remote device transmits the report and digital certificate to
the telemedicine provider. In some embodiments, the remote
device may also provide additional information to the tele-
medicine provider, which may be included in the report in
some embodiments, generated by the remote device (such as
the centralized system 2302 and trends engine 2306
described herein). This additional information may be infor-
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mation such as current trends, new research data related to
the medical condition found in the patient, treatment regi-
mens, or other information that may be useful to the tele-
medicine provider or doctor during a telemedicine session
with the patient. At step 3118, a telemedicine session is
initiated between the telemedicine provider and the patient.
During the telemedicine session, the telemedicine doctor
may ask the patient questions to get a better understanding
of the state of the patient, and to verify the details in the
report. The doctor may also perform a visual inspection of
the patient via video conference. At step 3120, the telemedi-
cine doctor may exercise his or her prescriptive authority to
write a prescription for the patient and issue a remote digital
prescription to pharmacy for patient pickup or delivery. The
process then ends at step 3122.

[0153] Referring now to FIG. 32, there is illustrated one
example of a medical test results digital certificate package
3200. The package 3200 includes a digital certificate 3202.
The digital certificate 3202 includes a plurality of informa-
tion such as the entity that issued the certificate. This entity
may be an entity that performed the test on the patient, or
may be the entity that owns or manages the centralized
system 2302. The digital certificate 3202 may also include a
serial number for the particular digital certificate, an issue
date of the certificate, an expiration date on which the
validity of the certificate expires, the patient’s unique iden-
tifier, patient biometric verification type and results, and
other information including patient personal information,
medical history, a recommended treatment regimen, or other
information.

[0154] In addition to the digital certificate 3202, other
reports, data, or information may be sent to a telemedicine
doctor, where these other reports, data, and information may
be helpful to the telemedicine doctor in treating and advising
the patient. The example shown in FIG. 32 includes research
reports 3204, which may have been retrieved by the cen-
tralized system 2302 from a research database 2316 in
response to positive test results for the patient, clinical
reports 3206, and other reports or information 3208. The
digital certificate package 3200 may then be encrypted using
a public encryption key 3210, and may only be decrypted
using a private decryption key made available to partnered
telemedicine providers. Encryption may be performed using
triple DES, RSA, AES, or other algorithms, and transmis-
sion of the digital certificate package 3200 may also be
encrypted using SSL/TLS or other methods. In some
embodiments, a second level of encryption or a wrapper
3212 may be implemented to provide additional security
during transmission.

[0155] Referring now to FIG. 33, there is illustrated a
sequence diagram of one embodiment of a digital certificate
of quantified test results and verified individual hand shake
process 3300. At step 3302, a test is performed on a
user/patient, which the test may include a mobile device
3301 that captures test results and performs other processing
concerning the test. At step 3304, the mobile device 3301
captures biometric data from the patient, such as a finger-
print scan or other information. At step 3306, the mobile
device 3301 transmits the test results and the biometric data
to the centralized system 2302. It will be understood that the
centralized system 2302 may be the server 116, or another
system or device capable of processing the data. At step
3308, the centralized system 2302 performs remote analyza-
tion of the test results, which may involve analyzing an
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image, video, or other media captured of the testing device
or analog test results, and may also include comparing the
test results against a database or trends engine that includes
previous tests performed on the patient or other patients. The
centralized system 2302 also confirms at step 3308 the
biometric data to determine patient identity.

[0156] Ifthe results of the analysis performed at step 3308
determines or confirms a positive test result for the medical
condition that is the subject of the test, the centralized
system 2302 may at step 3310 request medical research on
the medical condition from a research database 2316. At step
3312, the research database 2316 transmits the requested
research to the centralized system 2302. At step 3314, the
centralized system 2302 generates a unique report and a
digital certification of the test results and patient identity.
The report may include a plurality of information such as
patient personal information, patient medical history, test
results from past and the current test performed on the
patient and may include information on other patients that
also tested positive for the medical condition, the research
received from the research database 2316, and other infor-
mation useful to a telemedicine doctor.

[0157] Also at step 3314, the centralized system 2302
generates a digital certification. The digital certification
provides confirmation and assurance of the medical test
results and patient identity to a telemedicine provider. Since
test results and identity information are analyzed by the
remote device against a learned system and database as
described herein, accurate results can be achieved to provide
confidence in the report and digital certificate. The digital
certificate may include information such as the quantified
test results provided by the server and confirmation of the
patient’s identity. The digital certificate may also include the
unique identifier 212, which provides a plurality of infor-
mation pertaining to the patient, biologic samples taken
from the patient, and other information as described herein.
The digital certificate thus provides a telemedicine doctor
with assurance of an accurate diagnosis of the patient’s
medical condition(s) and of the patient’s identity.

[0158] Atstep 3316, the centralized system 2302 transmits
the digital certification and the unique report to a telemedi-
cine doctor 3303. Since the report indicates that the patient
tested positive for one or more medical conditions, the
telemedicine doctor 3303 at step 3318 conducts a telemedi-
cine session with the patient using the mobile device 3301.
It will be understood that the patient may use a different
device for the telemedicine session other than the mobile
device 3301 used during performance of the test at steps
3302 and 3304. At step 3320, during the telemedicine
session the telemedicine doctor 3303 confirms the identity of
the patient and the diagnosis provided by the test results.
Although the unique report and the digital certificate may
provide an accurate and strong indication of the patient’s
identity and medical condition, the telemedicine doctor 3303
confirms what is in the repot and the certificate by perform-
ing a visual inspection of the identity of the patient, and of
the symptoms experienced by the patient. The telemedicine
doctor 3303 may also ask questions regarding the patient’s
identity and the symptoms experienced by the patient to
form a complete assessment of the patient.

[0159] Once the telemedicine doctor 3303 is assured that
the patient has one or more medical conditions, the tele-
medicine doctor 3303 may determine that a prescription
medication is necessary for treating the patient. If so, at step
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3322, the telemedicine doctor 3303 exercises his or her
prescriptive authority and writes a prescription for the
medication the telemedicine doctor 3303 believes will assist
in treating the patient. At step 3324, the telemedicine doctor
3303 transmits a digital prescription to a pharmacy 2324 for
pickup by, or deliver to, the patient.

[0160] Referring to FIG. 34, one embodiment of a system
device 3400 is illustrated. The system device 3400 is one
possible example of a device used by an end user, and/or a
device such as the mobile device 102 or the server 116.
Embodiments include cellular telephones (including smart
phones), personal digital assistants (PDAs), netbooks, tab-
lets, laptops, desktops, workstations, telepresence consoles,
and any other computing device that can communicate with
another computing device using a wireless and/or wireline
communication link. Such communications may be direct
(e.g., via a peer-to-peer network, an ad hoc network, or using
a direct connection), indirect, such as through a server or
other proxy (e.g., in a client-server model), or may use a
combination of direct and indirect communications. It is
understood that the device may be implemented in many
different ways and by many different types of systems, and
may be customized as needed to operate within a particular
environment.

[0161] The system 3400 may include a controller (e.g., a
central processing unit (“CPU”)) 3402, a memory unit 3404,
an input/output (“I/O”) device 3406, and a network interface
3408. The components 3402, 3404, 3406, and 3408 are
interconnected by a transport system (e.g., a bus) 3410. A
power supply (PS) 3412 may provide power to components
of the computer system 3400, such as the CPU 3402 and
memory unit 3404, via a power system 3414 (which is
illustrated with the transport system 3410 but may be
different). It is understood that the system 3400 may be
differently configured and that each of the listed components
may actually represent several different components. For
example, the CPU 3402 may actually represent a multi-
processor or a distributed processing system; the memory
unit 3404 may include different levels of cache memory,
main memory, hard disks, and remote storage locations; the
1/0 device 3406 may include monitors, keyboards, and the
like; and the network interface 3408 may include one or
more network cards providing one or more wired and/or
wireless connections to a network 3416. Therefore, a wide
range of flexibility is anticipated in the configuration of the
computer system 3400.

[0162] The system 3400 may use any operating system (or
multiple operating systems), including various versions of
operating systems provided by Microsoft (such as WIN-
DOWS), Apple (such as Mac OS X), UNIX, and LINUX,
and may include operating systems specifically developed
for handheld devices, personal computers, servers, and
embedded devices depending on the use of the system 3400.
The operating system, as well as other instructions, may be
stored in the memory unit 3404 and executed by the pro-
cessor 3402. For example, the memory unit 3404 may
include instructions for performing some or all of the
methods described herein.

[0163] Referring now to FIGS. 35A and 35B, there is
illustrated a sequence diagram for a specific telemedicine
transaction starting from the initiation of the transaction to
the completion of the transaction in the form of providing
some type of treatment regimen to a patient, one form being
a prescription to a patient and another form being possibly
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directing the patient to a medical professional or even to the
emergency room. For the purpose of this specific example,
a Urinary Tract Infection (UTI) will be the subject of the
transaction. In this diagnostic transaction, the diagnostic
transaction is directed toward a specific malady or medical
condition or suspected malady or medical condition from the
perspective of the patient, i.e., the patient in this example is
he of the opinion that they have a UTIL. This is to be
compared to conventional medical diagnosis. In conven-
tional medical diagnosis, a medical professional will go
through a process of determining which disease or condition
explains a person’s symptoms and signs. The information
required for diagnosis is typically collected from a history
and physical examination of the person seeking medical
care. Often, one or more diagnostic procedures, such as
diagnostic tests, are also done during the process. In general,
the medical professional will follow acceptable industry
standards and procedures followed by the medical commu-
nity for performing any type of diagnosis

[0164] Diagnosis can often become challenging, due to the
many signs and symptoms present that are nonspecific. For
example, redness of the skin (erythema), by itself, is a sign
of many disorders and thus does not tell the healthcare
professional what is wrong. Thus differential diagnosis, in
which several possible explanations are compared and con-
trasted, must be performed. This involves the correlation of
various pieces of information followed by the recognition
and differentiation of patterns.

[0165] By comparison, the current medical transaction is
one that is geared toward some commonality such as UTI.
The patient may have had this previously diagnosed and
recognizes that the symptoms they are experiencing are
consistent with a UTI. This may be because of their personal
history or information they have obtained from the Internet
or from a friend. In any event, this transaction to be
described hereinbelow is for the purpose of confirming that
they do in fact have a UTI or confirming that it is not a UTIL.
If confirmed, the end goal is to have this condition treated if
possible via some acceptable therapeutic regimen such as
antibiotics. This treatment usually results in either being
referred to a specialist or merely receiving a prescription.
This particular transaction, the UTI, is one that can typically
be treated with an antibiotic. Thus, this is a very specific
transaction which has a very specific goal in mind.

[0166] In general, when considering the transaction asso-
ciated with determining if the patient has a UTI, a very
specific sequence of decisions will be made. If one were to
visit a healthcare professional, that healthcare professional
would ask questions of the patient and make some assess-
ment as to their overall health and medical history, which
would lead them to a strong suspicion that it was a UTL. By
performing some diagnostic test such as taking a culture, the
presence of a UTI can be confirmed. Once confirmed, the
general body of wisdom in the medical profession is to
prescribe a particular antibiotic. The type of antibiotic can be
determined based upon the results of the diagnostic test and
also the history of the particular individual. For example,
there are some antibiotics that are not recommended for
patients who are diabetic, or example. Also, if a patient is
susceptible to hypertension, this may also determine the type
of antibiotic prescribed. This, of course, changes as new
antibiotics come to market and other antibiotics are deter-
mined to be ineffective for a particular UTI or have been
determined to have some unacceptable side effects. Thus,
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the body of wisdom does change over time and it is the
responsibility of the medical professional to make decisions
based upon this body of wisdom.

[0167] Referring back to FIGS. 35A and 35B, there is
illustrated multiple decision loci at which certain portions of
the decisions for the transaction are made. There is a test site
3502 at which the patient resides and the location at which
various tests and information are retrieved from a patient
and the location at which the patient can interface with the
various databases, medical professionals and pharmacies. A
telemedicine professional is disposed at a loci 3504, a
central office for running the entire transaction is disposed at
a loci 3506, which central office can interface with two
databases, a main or first central office database at a loci
3508 and a and a second central office database comprising
a transaction central office database a loci 3510. The two
databases at loci 3508 and 3510 are typically located at the
central office but this just distinguishes that there are two
databases, a main database and a transaction database. As
will be described hereinbelow, the transaction database at
loci 3510 is a database that stores all the information about
the secure transaction to define a unique transaction 1D
consists of all of the transactions carried out during the
diagnosis, and which unique transaction ID will then the
locked this down and encrypted, such that the transaction
database maintains a record of the transaction from initiation
to completion independent of the information that is stored
at the loci 3508 in the main database. The main database
contains information that represents all of the information
regarding a patient’s medical history associated with any
type of information stored therein, such as input medical
history all the transactions that the patient has undergone,
etc. the transaction database, comparison, stores all of the
unique transaction IDs, each unique transaction ID contain-
ing all information associated with a particular diagnostic
transaction undergone by patient/user via their mobile unit
interfacing with the central office and a telemedicine pro-
fessional, as will be described hereinbelow. For example, it
may be that certain questions were answered in the course of
the unique diagnostic transaction and these would the part of
the diagnostic transaction and would be interval to the
unique transaction ID, but they would also be entered into
the central office main database associated with that patient
and also in the central database associated with all patients
as a common knowledge database. The central office at the
loci 3506 can interface with a pharmacy at a loci 3512 to
complete the transaction.

[0168] The transaction is initiated at the test site by a
user/patient opening an application on their portable user
device such as a smart phone, a mobile unit (MU). The
application is opened and then the user/patient will actually
select the type of transaction that they are interested in. This
particular type of transaction is a diagnostic transaction and
this will typically be associated with some testing platform
or device. It could be a simple medical test strip or a
microfiuidics device. This is some type of device that can
receive a biologic in the form of some type of bodily fluid
from the user/patient and perform some diagnostic test
specific to that particular testing platform. The user/patient
can actually select the test to be performed such as the UTI
from a menu or take a photograph of the particular testing
device after the test is complete that would indicate the type
of test associated with that testing device via some type of
op the recognizable code disposed on the testing platform,
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such as the test strip. Of course, some testing devices might
test for multiple medical conditions, for example, and some
selection might have to be made by the user/patient. Further,
there can be some type of electronic interface between a
testing device and the phone. In any event, there is some
initiation that is performed at the test site at a point 3514 by
either the user/patient or automatically view the interface of
the user/patient’s MU and the testing device. Once the
application is initiated, the user/patient’s MU will then send
information to the central office to initiate the application at
the central office. At this point, either at the user/patient’s
MU or at the central office, a unique transaction ID is
assigned to this particular diagnostic transaction. Initially,
this unique transaction ID is merely an identifier at the
initiation of the transaction and which unique transaction ID
will be thereafter and subsequently populated with associ-
ated transactions, as we described hereinbelow. This unique
transaction ID will typically have multiple fields associated
there with, such that unique transaction ID will be defined
this as a UTI test, for example.

[0169] In this particular specific sequence for carrying out
a diagnostic transaction for a UTI with a specific test rep the
next step is to understand what the application is, i.e., UTI,
and then the central office sends preliminary questions back
to the mobile device from the central office that are tailored
to retrieving some preliminary information regarding some
information from the user/patient there would be specific to
diagnosing a UTI. These initial and preliminary questions
are for the purpose of confirming that this particular UTI
diagnostic test is the appropriate test for that particular
patient. When the application is initiated, the central office
will recognize the identity of the patient as result of some
type of identification information sent back to the central
office in the form of the IMSI of the phone, user login
information that was required in order to open the applica-
tion, etc. it may be that the user has been preregistered and
all that is required is the IMSI of the phone, for example, or
some type of user login information required to login to the
application on the user/patient’s MU and which can then be
transmitted therefrom to the central office. This newly
created and unique transaction 1D will then be utilized to
initiate the transaction in the form of storing all subsequent
steps during the diagnostic transaction from initiation to
completion in the central office main database and also in the
central office transaction database and they will be utilized
to track the entire transaction. It is noted that any informa-
tion that is associated with the diagnostic transaction and
which will become a secured and permanent part of the
unique transaction ID associated with that diagnostic trans-
action will be fixed at the end of'the transaction in the unique
transaction ID.

[0170] For a UTI, the typical questions that would be
asked of the user/patient with a query would be in the form
of'and inquiry as to whether the patient had pain or burning
when urinating. Also, there will be some type of query as to
how long this has persisted—if it only occurs once during
the day and not again for the rest of the day and there are no
other signs or symptoms, this is an indication that the body
may have already flushed out any bacteria and the patient
should not be concerned any further. The patient then may
be queried as to whether frequent urination has not brought
any relief or that the patient always has a sensation of a full
bladder but only dribbles during urination. The patient may
then be queried as to whether the urine is cloudy, bloodied
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or discolored. Even the color of the urine as to being off
yellow or clear may be an issue and will be part of the query.
Of course, there may be a query as to what types of food
have been eaten during last 24 hours. Beets and other foods
can cause urine to be frightening pink, orange or red, but the
lack of pain will indicate that this may not be a UTI. A query
may be made as to the odor of the urine, as a pungent smell
is sometimes a common UTI symptom. A query may be
made as to whether the urine continues to have a pungent
smell after urinating a number of times and whether it is also
paired with a cloudy or red color. A query may be made as
to whether the patient has cramping, pressure, or abdominal
pain in addition to whether they have muscle aches and
fatigue. Any combination of questions will provide some
preliminary information to a testing or diagnostic sequence
to indicate whether it is worth going forward with the
diagnostic test. This is determined at the central office at a
point 3516 after the answers to the questions have been
analyzed. Once they have been analyzed, and an initiation of
the test is indicated, then the test is initiated by prompting
the user at the user/patient’s MU to take the next step in the
test. This will involve, for example, a test strip on which a
biofluid sample such as urine is deposited. The patient may
have multiple test strips associated with such things as a
UTIL, strep, or any other common infection that is available.
The patient may have already utilized this particular test
strip and seen some indication that the results are positive.
However, that information is not part of the system as of yet.
At this point, the user is prompted to take a photograph of
the test strip for analysis purposes. If the test strip has
already been prepped with the biologic, as it may take 10 or
15 minutes for the chemical reaction, then the picture can be
taken directly. However, if not, the user must then actually
place a biologic on the strip and then take the photograph
after the prescribed amount of time for the test results to
become valid. Once the photograph is taken, this is the
capture aspect which basically takes an analog output from
the test strip and digitizes it to convert this to a digital
information that comprises the captured image which is then
transferred to the central office as the captured test. This is
indicated at a point 3518. At each step, the central office
database and the transaction database are updated with the
results. In this manner, all the questions that are asked and
all the answers will be stored in both the central office
database, and transaction database in association with
unique transaction ID, in addition to the results of the
capture test being stored in both databases. It should be
understood that any time information is stored in the trans-
action database, it is always stored in association with the
unique transaction ID associated with the particular diag-
nostic transaction that is being undertaken.

[0171] Once the capture test is present at the central office
database 3506, it can be analyzed and, during analysis,
advertisement information can be streamed to the user at
their mobile device. Typically, the user is waiting for the
results of this test to confirm their suspicions and they will
typically wait very patiently and watch the screen of their
mobile device for a certain amount of time. Thus, there will
be a certain level of attention span that is dedicated to the
screen at this time, which is very desirable from an adver-
tiser’s standpoint. The analysis, of course, is almost instan-
taneous, but it is delayed to allow these advertisements to be
streamed to the user. Of course, these are focused adver-
tisements, since it is known who the target is, i.e., a female
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within a certain demographic with a certain medical history
and the type of specific medical condition that may be
involved. After a certain period of time, the results are then
transmitted to the user/patient’s MU and displayed. Of
course, the results are stored in the central office database
and the transaction database at the same time. At this point,
the user may be prompted for requesting an interface with a
telemedicine professional or the user can terminate the
transaction, depending upon the results. If the transaction is
terminated, this is provided as an update to the central office
database and also to the transaction database. At this point,
the unique diagnostic transaction is closed and the unique
transaction ID is then closed to provide a fixed transaction
which is then encrypted in no other transactions can be
appended to this unique transaction ID. The purpose of this,
for example, is that at this point in time, a patient can have
certain results determined during the diagnostic transaction
and was are associated with associated with the steps carried
out in the diagnostic transaction for this specific medical
condition, and wherein valuable information can also be
provided to the user/patient in association with generally
accepted standards in the medical community for processing
a diagnosis for UTL It may be that, in the future, different
questions would be asked and would be considered neces-
sary in order to adequately diagnose a UTI. However, at the
time of this transaction, is important to freeze in time the
questions actually asked of this particular user/patient. This
can provide information that is valuable to overall system. It
can also provide some type of verification of the system and
these test strips in the overall test process, which will be an
FDA approved testing process, and that is a have been
carried out in accordance with then known and approved
standards.

[0172] After the user/patient receives the results of the
test, which are displays on the user/patient’s MU, they then
have the option fifth results are positive to interface with a
telemedicine professional and, upon selection of this option,
the user/patient’s MU sends a request for a telemedicine
professional vendor to the central office. This request is
stored in the database at the Central office in association with
the overall unique transaction 1D and then the profile of the
particular user/patient is accessed from the central office
database. This particular profile for this user/patient is not
really required for any of the preceding process steps
required for this unique diagnostic transaction, as those
preceding process steps are generally associated with just
determining what the particular test is that the user/patient is
utilizing and what questions should be associated with that
test prior to proceeding further with unique diagnostic
transaction and what analysis to perform on the particular
test results it receives from the user/patient. Thus, the first
step is to at least recognize what type of specific medical
condition is involved, i.e., a UTL, merely from the fact that
the user/patient has requested the initiation of a UTI trans-
action. This triggers the queries that are sent out to at least
collect some preliminary medical information from the
user/patient prior to receiving any test results from the
testing platform. At this point in the diagnostic transaction,
there will not be provided any particular diagnosis to the
user/patient but, rather, the central office merely provides
results from a test, i.e., is a test negative or positive, to the
user/patient. At this point in time, even if the results are
positive, it is up to the user/patient to select a continuation
of the diagnostic transaction in the form of, for example,
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contacting the telemedicine professional. It could be that the
next step is for the user to a select an option of transferring
the results to their personal physician, which address and
information is stored in the user/patient’s profile at the
central office. If the user/patient selects the option of initi-
ating a session with a telemedicine professional, the next
step in the diagnostic transaction is taken. However, once a
telemedicine professional is involved, then the medical
history, and possibly some information in profile, in some
form that is associated with user/patient at the time of the
transaction may be required for the process to continue. A
telemedicine professional would want to know, for a UTI
test for example, that this is a female, the age of that female,
any past medical history, allergies, etc. that that particular
user/patient may have. At a point 3522, this request triggers
the storage of the request (noting that all transactions will be
stored in both databases and, when stored in the transaction
database, they will be stored in association with the trans-
action ID). An analysis based upon the particular type of
transaction is then run based upon the test results and the
user/patient information utilizing an expert system, as will
be described hereinbelow.

[0173] At this point in the process for this particular
transaction, the portion of the central office database asso-
ciated with the unique transaction ID for this particular
transaction is updated with the profile information for that
user/patient that is required to run the analysis. As will be
described hereinbelow, the analysis is basically an expert
system or some type of artificial intelligence that analyzes
the patient profile in terms of what information is necessary
to make a recommendation regarding a therapeutic regimen
to be carried out in view of the test results and the infor-
mation regarding the user/patient for this specific medical
condition. This recommendation is made to the telemedicine
professional based upon the particular test being performed
for the specific medical condition such as the UTI, the test
results and any information that has been provided during
the transaction or prior to the transaction and which is stored
in the central office database in addition to any information
regarding medical history of user/patient. The results of this
analysis will be stored in both the central office database and
also in the portion of the central office database associated
with unique transaction ID, also noting that information
regarding the actual expert system or the such that was
utilized at the time of the diagnostic transaction will be
stored, such that at a later time it can be verified. Once
suggested treatment regimen has been determined, this
information is then transferred to the telemedicine profes-
sional, as will be described in more detail hereinbelow.

[0174] Once the require information has been transferred
to a telemedicine professional in accordance with the diag-
nostic seizure for this diagnostic transaction, this will initiate
a link between the telemedicine professional and the user/
patient. The central office will request a connection to the
telemedicine professional by the test site by sending the
information to the test site for initiating such a connection
and then the connection will be made. It may also be that all
connections go through the central office. This is at a point
3524. Both the telemedicine professional and the user/
patient at the test site will interface with the central office to
indicate that a connection has been made, as a connection in
this example is a peer-to-peer connection, but also could be
a managed connection, such that all communications and
information must flow between the user/patient’s MU and
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the central office, and between the central office and the
telemedicine professional, with the central office controlling
information sent both parties in the connection. Thus, all
information regarding this connection will be transferred to
the central office to allow the records regarding all aspects
of this diagnostic transaction to be updated in both the
central office database, and in the transaction ID database in
association with the unique transaction ID for this transac-
tion. The telemedicine professional then interacts with the
test site, with any information regarding this interactive
connection being communicated to the central office such
that the central office database and the unique transaction 1D
database can be updated. During this interactive unique
diagnostic transaction, certain information can be accessed
from the central office database for transmission back to the
telemedicine professional. This occurs at a point 3526. This
interactive interface, with all information transferred to and
from the test site to the telemedicine professional recorded
in the respective databases in association with this unique
transaction, will continue until the completion, which in this
example, is the generation of a prescription at a point 3528.
This operation will be interfaced to the user/patient and also
to the central office for processing and updating of the
respective databases. This will “trigger” the suggested pre-
scription operation, which is suggested prescription opera-
tion was one that was determined by the expert system. All
the telemedicine professional does is, after entering certain
data, and asking certain questions, push a “completion”
button on their screen to just accept a suggested prescription,
or one of multiple suggested prescriptions. With multiple
suggested prescription, the telemedicine professional can
make some decision based upon their experience. The
central office will then send a request to the particular
pharmacy, typically a pharmacy that is preauthorized for the
user/patient end there stored profile, followed by an autho-
rization sent back to the central office database. This autho-
rization will then be displayed to the telemedicine profes-
sional if necessary and that will be confirmed by the central
office database to the pharmacy. Once the transaction has
been confirmed by the pharmacy and an acknowledgment is
made to the user/patient in the form of possibly sending a
tracking number and a phone number for the pharmacy from
which the prescription is to be filled, the file is encrypted and
locked by the central office database to basically lock the
unique transaction 1D database for that transaction. As will
be described hereinbelow, although all of the respective
information for this user/patient will be updated in the
central office database, all the information required for this
unique transaction to be process of initiation to completion
is stored in unique transaction ID database in association
with and as part of this particular unique transaction ID. This
will be LOC for verification purposes and later access. As
such, the actual state of this entire unique diagnostic trans-
action will be preserved. This is important, as things change
with respect to a user/patient’s medical history, for example.
If, at the time of a particular diagnostic transaction, the
medical history of this particular user/patient indicated that
the user was not a diabetic, that would be important for the
expert system to determine a suggested prescription. At a
later time, this could have been updated indicating that the
user/patient is now a diabetic. But the state of health or
medical history of the particular user/patient at the time the
transaction is what is important, as that is what the system
and the telemedicine professional has relied upon in order to
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prescribe a particular drug, such as an antibiotic. There are
certain antibiotics that on the label provide some indication
that they are not to be used for people with certain levels of
diabetes. If the system does not know if this condition exists
with respect to the particular user/patient, then this would be
an acceptable antibiotic to prescribe, giving the state of
knowledge available to the telemedicine professional and to
the expert system at the time of the transaction. By storing
all of the information that was used in all of steps of the
diagnostic transaction, etc., that were involved in this diag-
nostic transaction, this diagnostic transaction can be locked
in time to preserve all decision-making processes. Another
example for this might be where the test strip were in fact
changed. By having knowledge of exactly which test strip
was used for this transaction in the version and date thereof,
further verification can be provided as to the results of this
particular test and transaction.

[0175] Referring now to FIG. 36, there is illustrated a
diagrammatic view of how this transaction database is
locked and fixed time. It can be seen at the central office
database can contain a profile of the particular user/patient
at a block 3602. In addition, there may be patient history
stored in a block 3604. Only a portion of this profile is
required for this particular test, i.e., the UTI test. This
information is indicated as a portion 3606 of the profile and
also a portion 3608 of the patient’s history. There may be
certain aspects of the patient’s history that are relevant to
any decision on a particular test such as UTI. While a history
of a previous diagnosis of irritable Bowel Syndrome (IBS),
by way of example, may be relevant to a diagnosis, infor-
mation with respect to an inner ear problem is probably not
relevant and would not be required by the expert system or
telemedicine professional, or any medical professional, in
order to make a decision as to prescribing an antibiotic for
UTIL. Thus, only the information that is relevant to the
diagnostic transaction process for the specific medical con-
dition would be utilized. If utilized, it is actually transferred
over to the transaction database for storage therein in
association with this unique diagnostic transaction and in
association with the particular step in the process that is
being carried out. This is also the case with respect to some
of' the patient history. This is also indicated in a section 3610
which represents the prescription transaction which will
actually be stored. This might involve some information
from the user/patient’s preferences that were prestored,
insurance information, etc. All of this will be stored within
the unique transaction database when it is access and utilize
to make a decision and to bring the overall unique diagnostic
transaction process to a close.

[0176] Inaddition, there will be provided an expert system
3612, which is used for analysis purposes. This particular
expert system, as will be described hereinbelow, is a trained
system, which has a defined functionality that will, based
upon the inputs thereto, output some type of result. However
this result is based on the actual state of the expert system
at the time of its decision. If, at a later time, the trained
functionality of the expert system were changed or updated,
this could possibly result in a different decision. For
example, if a diagnosis procedure for UTI were updated in
the accepted industry standards for this diagnostic process to
consider some other aspect to be important, such as travel to
a foreign country, this would be some aspect that the expert
system would, or possibly could, require as an input. Thus,
it is important to understand the actual state of the system at
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the time of the transaction. It would not be necessary to store
the entire expert system in the transaction database but,
rather, it might be desirable to have the date and serial
number for the expert system recorded, such that the state of
the expert system “at the time of the unique transaction” can
be determined, if necessary. The expert system has embed-
ded therein as a result of the training thereof the function-
ality that is an [F—THEN functionality. Diagnostic proce-
dures are inherently linear procedures that can be defined in
terms of a series of diagnostic steps that must be taken in
order to make a final decision, and which diagnostic tests
operate in accordance with industry accepted standards, the
overall functionality operable to yield output that, in the
Presley disclose embodiment, results in the suggestion of a
therapeutic regimen such as a suggestion as to what type of
drugs would be applicable to treat the specific medical
condition that is the subject of the overall test performed on
the test platforms and resulting diagnostic procedures for
this unique diagnostic transaction. There are, of course, a
number of branches that can be taken along this decision
process, but these branches are well defined in the expert
system.

[0177] The unique transaction ID database is basically a
collection of completed transactions for individual diagnos-
tic procedures, each associated with and associated one of
the unique transaction IDs. Although the unique transaction
1D is something that identifies the transaction, it also con-
tains all the information necessary to uniquely represent the
unique diagnostic transaction itself and all steps that were
involved in the unique diagnostic transaction. Thus, the
unique transaction ID will have some type of file header or
1D assigned to it initially and then it will continually change
as the transaction proceeds by adding or pending such things
as the test results to it, the basic profile in the patient history,
etc. These are all stored uniquely in the transaction database,
or linked to this unique transaction ID, or the unique
transaction ID could actually contain all of this information.
One preferred form is a plurality of URLs that point to
unique and unchanging portions of transaction database,
such that the collection sequence of the URLs uniquely
define the unique diagnostic transaction. This overall col-
lection of URLs or of data associated with the transaction
constitutes the unique transaction ID. For any user/patient, a
subsequent and new test will result in another unique
transaction ID created.

[0178] Referring now to FIG. 37, there is illustrated a
diagrammatic view of the screen that would be presented to
the telemedicine professional. What is important here is that
the screen needs to be populated for the telemedicine
professional to allow the telemedicine professional to make
a decision, i.e., to prescribe a particular drug, in accordance
with industry accepted standard diagnostic procedures in the
medical industry for that locale an associated with diagnos-
tic seizures associated with the specific medical condition
being tested for. Information that is provided to the tele-
medicine professional, in this example, comprises an actual
photograph of the individual in an area 3702 and even
possibly a real time screen in an area 3704 to allow a video
link to the user/patient via some system, such as Facetime®,
Skype®, etc., to allow the telemedicine professional to
actually see the individual they are talking to. It may be that
this video stream will be required for verification purposes
by comparing the received image with the stored image.
Further, it may be that the video stream is imperative for
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certain types of tests, as the acceptable drugs to treat some
maladies may have a higher level of verification required.
Additionally, it may be that the user/patient is required to
enter some type of biometrics, such as a fingerprint scan, a
retinal scan or a vein scan. All of this video stream another
verification information received from the user/patient, of
course, will be stored as part of the unique transaction
associated with the unique transaction ID in the transaction
ID database. The test results will be displayed in an area
3706 and this will basically tell the telemedicine profes-
sional all the information they require regarding the test
results, i.e., what type of test it is, the testing device, the
results, etc. There will be provided in an area 3708 pertinent
patient profile information that would be relevant to the
specific medical condition tested for to assist a telemedicine
professional in completing a diagnosis and selecting from
the determined drug therapy regimen provided by the expert
system. As with any diagnostic procedure, there are industry
acceptable standards that must be followed in making such
a diagnosis. The expert system will be trained on these
standards and have them embedded in the functionality
thereof and will, based upon the results and the patient
history, etc., present a series of questions that would be
required by the telemedicine professional to be asked of the
user/patient and answered-these potentially just being boil-
erplate questions that are part of the industry accepted
standards. These are in an area 3710. These are questions
that may be required to be asked in accordance with accept-
able standards in the medical industry for this particular
specific medical condition being tested for, such as UTI, the
audio of which will be stored in the transaction ID database
in association with the unique transaction ID for this trans-
action. There are provided check boxes 3712 associated with
each of these questions that the telemedicine professional
will check to indicate they have been asked and answered.
It may be that the audio would not be required; rather, just
the confirmation of the checkmark. Of course, it should be
understood that the information regarding this particular
telemedicine professional and their credentials would have
been approved in order to interface with the particular
telemedicine professional in the connection process. These
credentials, of course, would also be stored in association
with the unique transaction ID in the transaction ID data-
base.

[0179] The expert system would provide some artificial
intelligence (Al) for this operation and it might modify the
questions to be asked depending upon information regarding
the particular medical history or information provided in the
initial questions asked by the system of the user/patient. For
example, the questions provided for a woman may be
different than for a man. The purpose of the questions in area
3710 is merely to comply with certain industry accepted
standards with respect to this particular UTI, for example
The expert system would have already determined that, in
response to a positive response to each of the questions and
of course the positive results, potential suggestions for a
treatment therapy regimen, such as a drug therapy. These
potential treatment therapy regimen suggestions would be
presented in an area 3716 with selectable boxes 3714. If
multiple regimens are available, they would be ranked, for
example, for selection by the telemedicine professional, i.e.,
if the expert system determined that there are three drugs
that are potentially available, they might be provided in this
area and rank in accordance with their suitability to the
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specific medical condition being tested for and also as a
condition of user preferences. The telemedicine professional
could then provide some notes, if necessary, in an area 3720
and then, upon completion of the questions and selection of
one of the treatment therapy regimens such as drugs sug-
gested by the expert system, a “send” button 3722 is then
depressed to indicate that the telemedicine session has been
completed and the treatment therapy regimen selected sent
back to the central office. Although not shown, there could
also be a “cancel” button that would indicate that the test
results did not indicate there was a UTI, for example. The
depression of the “send” button will then trigger the pre-
scription process, which is really outside of the decision
process for the telemedicine professional. How it could be
filled or when it actually is filled is the responsibility of the
central office and the prescription preferences that were
previously provided by the user/patient. It could be that the
user/patient is presented with the ability to select at the
mobile device between picking up the prescription at their
doctor’s office, having the prescription filled by their pre-
ferred provider the next morning or even have a service
deliver the prescription within a very short period of time for
a premium. Some services can deliver the prescription,
depending upon the prescription, within one or two hours.
This might be desirable for a mother having gone through
this particular transaction for strep throat in a child as an
example. That mother may want to have the antibiotics
delivered as soon as possible in that situation.

[0180] Referring now to FIG. 38, there is illustrated a
diagrammatic view of an expert system. An expert system is
basically a system that is trained on a knowledge base of a
given expert in the industry. The knowledge base for the
medical industry consists of the accepted and standard
specific diagnostic procedures associated with the specific
medical condition that is the subject of the test platform
upon which the biologic has been applied and which is the
subject of the test results, if any. These are the diagnostic
procedures required by a medical professional to interface
with the patient and diagnose the specific medical condition
being tested for, i.e., a UTI, and then prescribe a therapeutic
regimen, such as a drug.

[0181] For the present system, the particular test that is
performed, i.e., that associated with the test platform such as
the test strip, that test strip associated with a UTI, defines the
diagnostic procedure. Expert systems can take many forms,
those associated with a linear system and those associated
with a nonlinear system. Nonlinear systems are utilized in
some instances to model a system on a set of data, such that
a prediction can be made when data actually not in the
original set of training data is presented to it. Such things as
neural networks are examples of nonlinear modeling sys-
tems. However, for the present expert systems, a linear
system such as a first principles engine is utilized. A first
principles engine operates on a be determined formula
wherein, for a given set of inputs within a finite set of inputs,
there is an output. This is a defined function that is embed-
ded within the engine and requires the inputs to exist within
that finite set of inputs. For example, there will be provided

a vector of values X that represent the finite set of variable
inputs of the system such as test results, the input questions
that were presented to the user at the time of the test
initiation, biological readings such as blood pressure, tem-

perature, etc. that can vary. Vector of state variables S is
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provided that represent fixed information defining the state
of the system at the time of operation, such state variables
being the test that is being performed, for example. The

output is a vector y that represents the output for that
particular operation of the system under those state vari-
ables. For example, if the test were a UTI test, the expert
system would be “parameterized” for that test. This param-
eterization would configure the expert system for a particu-
lar test and for such things in the user profile such as the
gender, age, etc. of the user/patient. The expert system could
also be configured with information accessed from a drug
database for any drugs that would be associated with any
type of diagnosis for a UTIL, for example. Thus, the expert
system would then be predisposed to only make decisions
regarding selection of one of potentially multiple drugs that
are available for treating a UTI and make those decisions in
a linear fashion based upon the results of the test and the
results of any of the queries made of the user/patient upon
initiation of the overall testing procedure. Additionally, it
may be that the user/patient has indicated a preference for
generic drugs versus brand name drugs or that they want to
select the lowest price, and the expert system can make this
determination, as that is one of the inputs that can be
provided to the expert system. Since the industry acceptable
standards in the medical industry are very linear in nature
and follow a prescribed pattern, they can be embedded

within the function of the expert system, y=f(X,s ). Know-
ing that the results of the test are positive and having
knowledge of information regarding the user/patient and
possibly some input information from wearables that the
user/patient may be capable of providing through their
mobile device, a set of questions can be provided as an
output in addition to one or more suggestions as to which
drug would applicable. These questions will typically be
provided in some type of lookup table. As noted herein-
above, the expert system may be able to interface with the
drug database to select the drug based upon both the test
results and the medical history of the user/patient and
possibly the preferences of the user/patient. If the user/
patient is an elderly person, a woman that has diabetes, the
drug selection may be different than if that user/patient was
a young woman with no indication of diabetes. It is also
important to note that this diagnosis could change as a result
of the acceptable industry standards for the diagnostic
procedure changing, i.e., some additional information
regarding the actual temperature of the patient at the time of
the test being required in the future after the current test has
been performed, as opposed to just the fact that there is
presently required only the existence of a high bacteria level
in the urine. The standards could also be changed with
respect to the particular drugs that could be selected based
upon some additional facts being known about drugs that
have side effects that change in the future. Thus, it is
important that, at the time of the diagnosis, the parameters
of expert system, the inputs to the expert system and the
function of the expert system be fixed in the unique trans-
action ID database associated with that unique transaction
ID. If, for the purposes of later verification of the particular
transaction which resulted in a prescription of a particular
drug, it were necessary to review the overall transaction, it
would be important to review exactly what happened at that
time, and it would be important to have knowledge of the
decision-making process, i.e., how exactly did the expert
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system analyze the information that it was presented and
what information was presented. By knowing the configu-
ration of the expert system, i.e., what exactly the embedded
function y=f S) represented at that point in time, the exact
circumstances of the transaction associated with that unique
transaction ID could be replicated and verified. Since all the
inputs of the expert system are mapped through that func-
tionality to provide an output, it is necessary to know the
functionality and the actual inputs that were processed
therethrough at the time of the transaction. Since the data
associated with that unique transaction ID, which data
represents the unique transaction ID, is “locked,” and
encrypted, this is a highly protected unique ID.

[0182] Referring now to FIG. 39, there is illustrated a
diagram of the unique transaction ID. The unique transaction
1D is initiated with an assigned identifier in a field 3902. This
basically is an identifier assigned by the system for the
purpose of storing the information in the transaction 1D
database at the central office. Thereafter, the data collected
during the transaction is added into fields in the unique
transaction ID. This data may actually be a URL that points
to a particular stored pieces of information within the
transaction ID database. Is important to note that this infor-
mation will be stored in a secure manner such that it cannot
be changed. Thus, if, at a later time, the URL were utilized
to point to a location within the transaction ID database, the
information that it would pull up would be the information
that was stored in the transaction ID database at the time of
the transaction. For example, the next field might be the user
information that was transferred to the central office upon
the initiation of the application. This could be stored in the
field 3904 or there could be a URL pointing to the infor-
mation in the transaction ID database. This information
actually may be identical if the same user/patient had
undergone multiple transactions using the exact same user
information in the very first step, but it will be uniquely
stored multiple times, once for each of the unique transac-
tion IDs it is associated with, even if it is identical. The next
field, a field 3906 could be associated with the information
that was part of the initial query sent to the user/patient as
a result of the user/patient initiating on their mobile unit or
phone the transaction for the specific medical condition, i.e.,
a UTI, for example. A next and subsequent field 3908 could
be associated with the test information that was transmitted
to the central office and then a subsequent field 3910
associated with the actual test results sent back to the
user/patient. Is important to note that the sequence of fields
and how they are populated will be substantially the same
for any user/patient that initiates a transaction for the same
specific medical condition that is being tested for, i.e., a UTI,
and utilizing the same test platform. However, there might
be different fields dispersed therethrough, as the diagnostic
procedure could have different branches. As noted herein-
above, there could be certain things in the medical history of
an individual that would cause additional decisions to be
made, these decisions again being those associated with
standard medical practices. And there may be certain user
preferences that cause different branches to be taken. As
another example, consider that the expert system had deter-
mined that, due to the test results and other information
based upon the answers to the questions, the user/patient
should go directly to a hospital rather than just prescribe a
drug treatment regimen. This would, of course, require a
different branch and a different decision to be made. How-
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ever, this sequence of fields is a linear sequence that, for
another user/patient that had substantially the same results,
the same symptoms and answers the query in an identical
manner, would result in a substantially identical user trans-
action 1D, with the exception that there would be different
information in there such as the user information, the
identifier, etc. It will still be a unique transaction ID in the
transaction 1D database and information stored in associa-
tion with that the transaction ID would be unique and
permanently stored and secured in association there with.
All of the data will be mirrored in the main central office
database 3920 for the purpose of updating the various
medical history portions associated with a user/patient,
providing historical data for analyzing trends, etc. It is
important to note that, however, the transaction ID database
is separate and apart from the main central office database
3920 such that, even though the information is stored in the
main central office database, it is also stored in the transac-
tion ID database in association with one or more of the
unique transaction IDs. Of course, there will be information
in the main central office database to allow a user to be
associated with various unique transaction IDs in the trans-
action 1D database.

[0183] FIG. 40 illustrates a flowchart of one embodiment
of a telemedicine initiation process 4000. The process 4000
begins at step 4002. At step 4002, a test is performed on a
patient using a POC or self-diagnostic test. For example, a
patient may have received the self-diagnostic test from a
retailer such as Wal-Mart or CVS, or from a pharmacy. The
self-diagnostic test may have software associated therewith
for conducting the test and for other operations described
herein. At step 4004, in response to conducting the test, a
telemedicine session is initiated between a telemedicine
provider and a patient. The telemedicine session may be
triggered by simply the taking of a photograph of the
diagnostic test, without any analysis or results being yet
provided. At decision block 4006, it is determined whether
the telemedicine provider is available. If not, the process
moves to step 4008, where the software instructs the patient
that a telemedicine provider will call soon. For example, the
application display a message that a telemedicine provider
will call the patient in approximately five minutes. The
process then moves back to decision block 4006. If at
decision block 4006 a telemedicine provider is available, the
process moves to step 4010, where a digital transfer session
and/or hand shake with the telemedicine provider is estab-
lished. At step 4012, a telemedicine consultation is per-
formed by the telemedicine provider for the patient. For
example, the telemedicine provider may review the image
taken of the diagnostic test, and provide an opinion or advice
to the patient. If warranted, the telemedicine provider may at
step 4014 issue a remote digital prescription for the patient.
The process 4000 then ends at step 4016.

[0184] Referring now to FIG. 41, there is illustrated a
diagram of a packaging configuration for an alternate
embodiment. In this embodiment, there is provided a main
package 4102. This main package is typically something that
can be distributed to a retail environment and placed on the
shelf. This particular product will contain a testing device
4104. This is the testing device described hereinabove.
However, this testing device 4104 is an FDA approved
device which cannot be transferred by a retail establishment
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to an end user without there being some type of pre-existing
physician patient relationship. Thus, a relationship cannot be
completed without more.

[0185] In this embodiment, the package 4102 has con-
tained thereon a unique code 4106 which identifies this
unique package. This is in the form of a barcode or a QR
code, or any other type of readable code, even including an
RFID. There are also included some type of instructions
4108, indicating the type of test that this package 4102 is
associated with. For example, a user may have a desire to
obtain possession of a packaged testing device for the
purpose of initiating a telemedicine session specifically for
flu symptoms, or one for a strep throat or one for a UTI, etc.
The labeling on the package 4102 in the area 4108 will allow
the user to select which packages they want to utilize to
initiate this telemedicine session.

[0186] Inside of the package 4102 is contained a second
packaged device 4110, which can only be obtained after
taking possession of the package 4102. However, as will be
described hereinbelow, the packaged testing device 4104
within the package 4102 must be authenticated to even be
useful in a subsequent telemedicine session. The packaged
device 4110 has a unique code 4112 associated therewith
that uniquely identifies the unique symptom specific test that
is to be associated with this particular telemedicine session,
after authentication thereof. The user can open this package
4110 and, contained therein, are directions as to how to use
the testing device 4104 contained therein. The testing device
4104 is then removed from package 4110 and it also has a
unique code 4114 associated therewith. There is also pro-
vided an imaging card 4116 that is a card on which the
testing device 4104 is placed for imaging after the testing
device 4104 has been utilized by the user. This particular
card 4116 also has a unique code 4118 disposed thereon.
[0187] The purpose of the codes is to provide a main code
4106, which is unique to the authentication operation. Once
authenticated, the interior package 4110 is removed and this
allows an application operating on a user’s mobile device to
be initiated for a symptom specific test, such as a flu test.
Since there are many tests that could be contained within
various packages 4102, it is important that, by scanning the
code 4112, the application can be initialized to that particular
test. Once the testing device 4104 is removed, the code 4114
specifically identifies the particular testing device 4104 and
its overall configuration and the such, as, even for the same
symptom specific testing device, there can be different
configurations or the such. When the testing device 4104 has
been utilized by the user in accordance with the instructions
provided in the packaging 4110, it is placed on the card 4116
and the unique code 4118 is utilized to allow the imaging
device, such as the user’s mobile phone, to be able to
parameterize the overall operation with respect to the par-
ticular imaging card 4116. When the image is taken, the
imaging card 4116 is utilized to provide a background for the
testing device 4104 and the user’s mobile device, having
been initialized for the symptom specific test by the code
4112, then utilizes the code 4114 for identifying the testing
device and uniquely storing the results contained thereon
within a database.

[0188] Referring now to FIGS. 42A-C, there are illustrated
various configurations of the database to contain all of the
necessary relationships between various testing devices and
the overall operation that occurs. As described in more detail
hereinbelow, the operation is first to provide the user with
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the ability to authenticate a physician patient relationship
with respect to a packaged testing device sitting on a shelf
or provided to the user by some other manner. The user scans
the main code 4106 and this main code 4106 is associated
with a particular testing device 4104, which is a test cassette.
In FIG. 42A, there is illustrated one set of relationships that
associate the particular cassette or testing device 4104,
which is unique, with a particular test, such as a flu test, a
UTI test or a strep test. For each of these particular tests,
there is provided a set of queries that are necessary in order
to allow a physician-patient relationship to be established.
These are very specific to the particular symptom. For
example, there will be a set of queries that are provided if the
test is for the flu symptom—SET A, it being noted that the
test cassette A is a test cassette or testing device for the flu
symptom and this is associated with the testing device 4104,
is further being understood that the unique code 4114
uniquely identifies a particular testing device or test cassette.
The queries associated with this particular query SET A are
to be presented to a user upon scanning the main code 4106,
since that main code 4106 is uniquely associated in the
database with a testing cassette A and, subsequent, with the
query set, SET A.

[0189] The user will interface with the central office that
provides these queries and provide answers thereto. These
are an if/then set of queries wherein a first question is
answered and the second question may depend upon the
answer to the first question. For example, with the knowl-
edge that this is a flu symptom specific test, the first question
might be-do you have a cough? If the answer to that is yes,
the second question might be do you have a fever? The next
question might be-do you know your temperature? If the
answer to that question is yes, the query sequence may skip
a few questions. If the answer to that particular query is no,
the query sequence might ask a few more questions to
determine if the fever was high or just moderate. There may
be questions in the query sequence as to how long a user has
been experiencing the symptoms. There may be a question
in there as to whether the user is dizzy. However, the purpose
of these questions is to establish the physician client rela-
tionship only for the purpose of obtaining possession of this
particular testing device and for the purpose of initiating a
telemedicine session. There is no attempt here to actually
diagnose any particular aspect of the symptom or if the user
has any probability of even needing this testing device and
the subsequent telemedicine session. That is something that
will be determined after the results of the tests have been
determined. These are noninvasive tests with the specific
purpose of interfacing with a telemedicine professional for
the purpose of completing a telemedicine session, as
described hereinabove. However, the answers to these ques-
tions are maintained in the database in association with the
particular packaged testing device 4104. But, to complete
the telemedicine session, the first step is to obtain possession
of and authentication of the testing device, without which
the telemedicine session cannot be completed for this par-
ticular symptom specific test requiring such testing device.

[0190] FIG. 43 illustrates a flowchart for the operation of
a user obtaining an authentication code, starting at block
4302. At block 4304, scan package main barcode. At block
4306, launch application. The main code is then sent to a
central office, as indicated by block 4308. The application
then awaits a response in a decision block 4310. The
program then flows to a function block 4312 to receive a set
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of queries. An entire set of queries could be downloaded or
an interactive session be maintained with the central office,
the interactive session being a preferred mode. The central
office, at this time, will initiate a database entry that can be
based on a heretofore unknown user that desire to initiate a
telemedicine session for a test that requires physician
approval to even have possession of that particular testing
device. The central office will associate the unique code
4106 with a unique session and maintain a relationship
between all of the subsequent processes carried out in
accordance with and in association with this particular
testing device 4104 which was contained within the package
4102 associated with the unique code 4106. That unique
code 4106 will thus become the unique transaction identifier
for that particular user. Once authenticated, it basically
creates the physician patient relationship.

[0191] After receiving the query, the user then fills out the
questionnaire, as indicated by function block 4314. The
program then flows to a function block 4316 in order to
submit the answers to the query. Typically, the query
answers are stored up at the central office and then provided
to the user in order for the user to review the answers and,
upon accepting the answers, a “submit™ or “accept” button
is depressed on the user’s mobile phone. The program then
flows to a decision block 4318 in order to wait for the central
office to respond with an authentication code. This is a code
that, as indicated by a function block 4320, is received from
the central office and then displayed, as indicated by func-
tion block 4322.

[0192] Referring now to FIG. 44, there is illustrated a
flowchart for the authentication operation. Although the user
has received an authentication code, the user cannot authen-
ticate this particular testing device contained within the
package 4102 until those codes are transmitted to the central
office by an authorized operation. This is facilitated, in a
retail environment, after the point-of-sale system. The pro-
gram is initiated at a block 4402 and then proceeds to a block
4404 where the particular package 4102 is presented to an
authentication POS or kiosk. The main product is scanned at
a function block 4406 and then the authentication code is
scanned at a function block 4408. This scanning operation
requires the user to present the kiosk or POS system, i.e., to
the clerk, their phone with the displayed authentication code.
This is a secondary code required in association with the
main code. However, this may also be a time sensitive
operation. With this means is that, from the time that the
secondary or authentication code is provided to the user, the
transaction of obtaining possession of the testing device
means that the user is allowed to take possession of an
authenticated testing device within the package 4102 for the
purpose of completing a telemedicine session. However,
there is a certain amount of time that is allotted for scanning
the main code 4106 and obtaining the secondary authenti-
cation code and done authenticating the testing device via
the above noted procedure. If this is not done within that a
lot of time, the authentication code is no longer valid.

[0193] When the product is authenticated, as indicated by
the results of a decision block 4410, the program then
proceeds to a function block 4412 wherein the user can take
the session of the authenticated product. In a retail environ-
ment, a payment is typically provided after authentication.
Since this is an FDA approved testing device, it cannot be
sold unless there is an existing physician patient relation-
ship. This is required in order for possession on all authen-
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ticated testing device to be transferred. Without authentica-
tion, the testing device is basically useless for its intended
purpose. It is noted that, although the testing device could
actually be used if it were placed in the hands of a user, it
would have no use, as it could not be validated in a
telemedicine session in accordance with the above noted
processes described hereinabove. For example, for a testing
device for a test strip or a swab for some specific symptom,
the results of that test could possibly be seen by the user and
can be utilized by a different medical professional. However,
transfer of this testing device would not be authorized and
would be in violation of, possibly, the FDA.

[0194] Referring now to FIG. 45, there is illustrated a
flowchart for the operation of the POS. This is initiated at a
block 4502 and then proceeds to a block 4504 in order to
scan the package for the main code. The program then
proceeds to a block 4506 to then receive the authentication
code from the user, by the user displaying the code on their
mobile phone screen. This is scanned at a block 4508 and
then transmitted to the central office in a block 4510. The
authentication code is received from the central office to
unlock or authenticate the particular product at a block 4512.
At this point, possession can be transferred to the user at a
block 4514. Again, the term “possession” refers to the fact
that the user is allowed to, with use of scanning of both
codes, to unlock and authenticate the particular testing
device for use in a telemedicine session. Once the authen-
tication is validated, the user is in “possession” of on
authenticated product. As noted hereinabove, the testing
device within that package 4102 has no use unless it is
authenticated. It cannot be interfaced with any telemedicine
(authorized) session without being authenticated.

[0195] Referring now to FIG. 46, there is illustrated a
flowchart depicting the following operation of utilizing the
authenticated product by the user. This is initiated at a block
4602 and proceeds to a block 4604 where the user launches
the particular application that is to be utilized with a tele-
medicine session. However, as these tests are somewhat time
sensitive, there will be a certain amount of time within
which a user can initiate a telemedicine session with respect
to this unique code. Since the answers to the queries are
somewhat time sensitive, there will be provided some type
of timeout period. If the product were not utilized within a
telemedicine session within that allotted time window, a
refund could be provided or an additional testing device be
provided to that user.

[0196] Once the application is launched, the program
proceeds to a function block 4606 to scan the main code
4106 and then to a function block 4608 to scan the inter-
mediate code. The intermediate code is the code 4112 that is
disposed on the package 4110 within the main package
4102. By scanning the main package, there is link provided
to the particular profile associated with the overall telemedi-
cine session. At this point, it could actually be that the main
code 4106 had been associated with a particular symptom in
the database. However, scanning of the intermediate pack-
age 4110 and the unique code 4112 associated therewith
specifically identifies the specific test being performed. For
the application, it is very important that the application be
parameterized for a particular test, as analyzing the results
for a test strip for a UTI versus a swab for a flu test requires
a considerably different imaging process. Once the package
4110 and the unique code 4112 are scanned and the appli-
cation has been parameterized or indexed for the particular
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symptom at a function block 4610, the program flows to a
function block 4612 to open the intermediate package and
then follow instructions on a card contained therein, at a
function block 4614. This provides specific instructions as to
how to actually carry out the test with the specific testing
device 4114 contained therein. One example, there will be
instructions of how to place the cassette or testing device,
after the test is actually carried out by the user in accordance
with instructions, on an imaging card contained within the
package 4110, as indicated by function block 4616. This
allows some background for imaging. This then allows the
cassette or testing device 4104 to be imaged, as indicated by
function block 4618. The telemedicine session is then com-
pleted in accordance with the sequence of steps described
hereinabove and then the program proceeds to termination
block 4622.
[0197] It should be understood that the drawings and
detailed description herein are to be regarded as illustrative
rather than as restrictive, and are not intended to be limiting
to the particular forms and examples disclosed. On the
contrary, included are any further modifications, changes,
rearrangements, substitutions, alternatives, design choices,
and embodiments apparent to those of ordinary skill in the
art, without departing from the spirit and scope hereof, as
defined by the following claims. Thus, it is intended that the
following claims be interpreted to embrace all such further
modifications, changes, rearrangements, substitutions, alter-
natives, design choices, and embodiments.
1. (canceled)
2. A method for creating a unique transaction 1D (UTID)
securely representing a medical diagnostic transaction
between a user/patient and a telemedicine professional,
comprising the steps of:
receiving, at a central office from a user/patient’s mobile
unit (MU), test information generated by a test platform
proximate the user/patient’s MU of a biologic received
from the user/patient, to initiate a new diagnostic
transaction, wherein the information generated by the
test platform includes a representation of positive
results of a specific medical condition and information
regarding the test platform, wherein the information
regarding the test platform includes an indication of the
specific medical condition tested by the test platform;

the central office having a first central office database for
storing medical information and profile information for
a plurality of users/patients, the central office having a
second central office database for storing UTIDs;

initiating generation of a UTID for the new diagnostic
transaction initiated by the receiving of the test infor-
mation after creation thereof in the second central office
database, wherein the UTID stores, as part of the UTID,
transaction information including the positive results
and the information regarding the test platform, and
wherein the UTID is associated with the user/patient;

analyzing the received test information to determine if the
test information for the specific medical condition
being tested represents a positive result for an existence
of the specific medical condition;

transferring test results back to the user/patient’s MU for

display to the user/patient; and

updating the UTID in response to receiving additional

information generated by another test platform,
wherein the additional information includes a repre-
sentation of positive results of a specific medical con-
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dition and information regarding the other test plat-
form, wherein the information regarding the other test
platform includes an indication of the specific medical
condition tested by the other test platform, and wherein
the UTID is configured to be updated to store, as a part
of the UTID, information on a plurality of transactions
upon an occurrence of each of the plurality of transac-
tions.

3. The method of claim 2, and further comprising:

initiating an application on the user/patient’s MU;

determining at the user/patient’s MU the specific medical
condition to be tested for;

accessing the first central office database and transmitting

thereto information regarding the specific medical con-
dition to be tested for and user information; and

the central office initiating the new diagnostic transaction

and requesting test information, after which the step of
initiating the generation of the UTID is performed.
4. The method of claim 3, and further comprising the steps
of, prior to the central office requesting test information,
generating queries and sending the generated queries to the
user/patient at the user/patient’s MU, the central office
receiving responses to the generated queries from the user/
patient’s MU and, thereafter, requesting test information.
5. The method of claim 2, wherein the test information
comprises a digitized form of analog test information gen-
erated by and received from the test platform proximate the
user/patient’s MU.
6. The method of claim 2, wherein the test platform
comprises a test strip that is operable to receive a biologic
and provide a color indication indicating the test results,
which color indication is digitized as the test information.
7. The method of claim 2, wherein the test platform
comprises a microfluidic device having specified target
regions there on or providing test information.
8. The method of claim 2, further comprising receiving
from the MU a request for a telemedicine professional
session limited to the specific medical condition being tested
and in response thereto executing the following steps at the
central office representing a diagnostic procedure for the
specific medical condition following predetermined industry
standard diagnostic procedures for such diagnosis for the
specific medical condition:
analyzing the test results with an expert system in view of
user/patient stored information in the first central office
database to determine at least one treatment regimen
for the specific medical condition, the expert system
being trained on the predetermined industry standard
diagnostic procedures associated with the diagnostic
procedures for the specific medical condition and for
generating a result of a suggested industry recom-
mended treatment regimen,
generating a digital certificate, wherein the digital certifi-
cate includes the UTID and information associated with
the UTID, user/patient authentication information, test
results information, determined treatment regimens
determined by the expert system, and expiration infor-
mation, wherein the expiration information indicates a
time when a validity of the digital certificate expires,

encrypting the digital certificate using an encryption key,
wherein the encrypted digital certificate is only
decrypted by a decryption key made available to part-
nered telemedicine providers,
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contacting a telemedicine professional and transmitting
predetermined information from the first central office
database including at least the encrypted digital certifi-
cate,

receiving interactions between the telemedicine profes-
sional and the user MU,

receiving approval from the telemedicine professional of
a selection of the determined treatment regimen deter-
mined from at least responses from the user/patient by
the telemedicine professional through the user/patient’s
MU in addition to the determined treatment regimens
for the specific medical condition provided by the
expert system or from stored preferences of the user/
patient stored in the first central office database that
define an appropriate action to be taken to complete an
approved treatment regimen approved by the telemedi-
cine professional for the specific medical condition,
and

locking the UTID to prevent additional transaction infor-
mation from being appended thereto during the tele-
medicine professional session.

9. The method of claim 8, wherein the determined treat-
ment regimen comprises a drug regimen and the drug
regimen comprises at least one drug that can be suggested
for treatment of the specific medical condition.

10. The method of claim 8, wherein the predetermined
information provided to the telemedicine professional in the
step of contacting the telemedicine professional comprises at
least a portion of a medical history of the user/patient
relevant to the specific medical condition and the diagnostic
procedures associated therewith and at least a portion of the
profile information of the user/patient relevant to the specific
medical condition and the diagnostic procedures associated
therewith.

11. The method of claim 8, wherein the expert system has
a defined functionality with an input vector of variables to
process through a trained functionality to provide an output
and wherein the defined functionality at a time of the new
diagnostic transaction being conducted and the UTID being
created is fixed within the UTID.

12. The method of claim 2, and further comprising the
step of generating advertising information and transmitting
the advertising information to the user/patient’s MU
between the step of receiving at the central office from the
user/patient’s MU the test information and the step of
transmitting the test results thereto, such that a delay
between the step of analyzing and transmitting is generated
for the purpose of providing advertising to the user/patient.

13. A system for creating a unique transaction ID (UTID)
securely representing a medical diagnostic transaction
between a user/patient and a telemedicine professional,
comprising:

a first central office database configured to store medical
information and profile information for a plurality of
users/patients;

a second central office database configured to store
UTIDs;

a memory; and

a processor coupled to the memory, wherein the processor
is configured to:

receive, from a user/patient’s mobile unit (MU), test
information generated by a test platform proximate the
user/patient’s MU of a biologic received from the
user/patient, to initiate a new diagnostic transaction,



US 2020/0152339 Al

wherein the information generated by the test platform
includes a representation of positive results of a specific
medical condition and information regarding the test
platform, wherein the information regarding the test
platform includes an indication of the specific medical
condition tested by the test platform;

initiate generation of a UTID for the new diagnostic
transaction initiated by the receiving of the test infor-
mation after creation thereof in the second central office
database, wherein the UTID stores, as a part of the
UTID, transaction information including the positive
results and the information regarding the test platform,
and wherein the UTID is associated with the user/
patient;

analyze the received test information to determine if the
test information for the specific medical condition
being tested represents a positive result for an existence
of the specific medical condition;

transfer test results back to the user/patient’s MU for
display to the user/patient; and

update the UTID in response to receiving additional
information generated by another test platform,
wherein the additional information includes a repre-
sentation of positive results of a specific medical con-
dition and information regarding the other test plat-
form, wherein the information regarding the other test
platform includes an indication of the specific medical
condition tested by the other test platform, and wherein
the UTID is configured to be updated to store, as a part
of the UTID, information on a plurality of transactions
upon an occurrence of each of the plurality of transac-
tions.

14. The system of claim 13, wherein the processor is

further configured to:

initiate an application on the user/patient’s MU;

determine at the user/patient’s MU the specific medical
condition to be tested for;

access the first central office database and transmit thereto
information regarding the specific medical condition to
be tested for and user information; and

initiate the new diagnostic transaction and requesting test
information, after which the step of initiating the gen-
eration of the UTID is performed.

15. The system of claim 14, wherein the processor is

further configured to:

prior to requesting test information, generate queries and
sending the generated queries to the user/patient at the
user/patient’s MU; and

receive responses to the generated queries from the user/
patient’s MU and, thereafter, request test information.

16. The system of claim 13, wherein the test information
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database to determine at least one treatment regimen
for the specific medical condition, the expert system
being trained on the predetermined industry standard
diagnostic procedures associated with the diagnostic
procedures for the specific medical condition and for
generating a result of a suggested industry recom-
mended treatment regimen for the specific medical
condition,
generate a digital certificate, wherein the digital certificate
includes the UTID and information associated with the
UTID, user/patient authentication information, test
results information, determined treatment regimens
determined by the expert system, and expiration infor-
mation, wherein the expiration information indicates a
time when a validity of the digital certificate expires,

encrypt the digital certificate using an encryption key,
wherein the encrypted digital certificate is only
decrypted by a decryption key made available to part-
nered telemedicine providers,

contact a telemedicine professional and transmitting pre-

determined information from the first central office
database including at least the encrypted digital certifi-
cate,

receive interactions between the telemedicine profes-

sional and the user MU,

receive approval from the telemedicine professional of a

selection of the determined treatment regimen deter-
mined from at least responses from the user/patient by
the telemedicine professional through the user/patient’s
MU in addition to the determined treatment regimens
provided by the expert system or from stored prefer-
ences of the user/patient stored in the first central office
database that define an appropriate action to be taken to
complete an approved treatment regimen approved by
the telemedicine professional for the specific medical
condition, and

lock the UTID to prevent additional transaction informa-

tion from being appended thereto during the telemedi-
cine professional session.

18. The system of claim 17, wherein the determined
treatment regimen comprises a drug regimen and the drug
regimen comprises at least one drug that can be suggested
for treatment of the specific medical condition.

19. The system of claim 17, wherein the predetermined
information provided to the telemedicine professional com-
prises at least a portion of a medical history of the user/
patient relevant to the specific medical condition and the
diagnostic procedures associated therewith and at least a
portion of the profile information of the user/patient relevant
to the specific medical condition and the diagnostic proce-

dures associated therewith.

20. The system of claim 17, wherein the expert system has
a defined functionality with an input vector of variables to
process through a trained functionality to provide an output
and wherein the defined functionality at a time of the new
diagnostic transaction being conducted and the UTID being
created is fixed within the UTID.
21. The system of claim 13, wherein the processor is
further configured to:
generate advertising information and transmitting the
advertising information to the user/patient’s MU
between the step of receiving at the central office from
the user/patient’s MU the test information; and

comprises a digitized form of analog test information gen-
erated by and received from the test platform proximate the
user/patient’s MU.

17. The system of claim 13, wherein the processor is
further configured to receive from the MU a request for a
telemedicine professional session limited to the specific
medical condition being tested and in response thereto
executing the following steps representing a diagnostic
procedure for the specific medical condition following pre-
determined industry standard diagnostic procedures for such
diagnosis for the specific medical condition:

analyze the test results with an expert system in view of

user/patient stored information in the first central office
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transmit the test results thereto, such that a delay between
the analyzing and the transmitting is generated for the
purpose of providing advertising to the user/patient.

#* #* #* #* #*
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